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Introduction

This document explains the functions and operation methods of the role-based access control for data
records (RBAC).
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1 Overview of role-based access control for data records (RBAC).

Access for each data record can be controlled by assigning a role that allows access for each user and
data record.

If the features above are not going to be used, please leave the default access permission roles blank.

In this document, "Role-based access control for data records (RBAC)" is hereinafter written as "Role-
based access control (RBAC)".
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2 Main functions of role-based access control (RBAC)

The main functions of role-based access control (RBAC) fall in the following categories.

» Web
Web content. A screen where you can use the menu creation function provided by the browser.

» BackYard
Resident process that runs on the server independently of the web contents.
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3 Role link for each user

To perform role-based access control (RBAC), set up roles that allow access permission for each user.
For example, we will explain the following procedure (chapter 3.1 ~ 3.4) based on the registration example

in "Table 3-1".
Table 3-1 Chapters and registration example
Chapter/ Management Console Imenu Register example
Section group

3.1 [Role list]Menu

Role_A
Role B

3.2 lRole/Menu link listJMenu

Role Menu Link

Role_A Menu_A Maintenance
Role_B Menu_A Maintenance
Role_B Menu_B Maintenance

3.3 [User listiMenu

User_A
User B

3.4 [Role/User link listJMenu

User Default access
permission
Role_A User_A °
Role_B User B °

- Menu list]Menu

Menu_A
Menu_B

X For details about create menu, please referto "ITA_User_Instruction_Manual_Menu_creation_function".
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The above "Table 3-1" is mapping in the following relationship.

Permission role Last updated by

Role A User A
Role_B User B

User B

Permission role Last updated by

............... | ' User B

Pattern Descriptions
Accesible since the roles fits.

Mot accesible since the roles does not fit.

If the "Permission role" is blank, it can be accessed by all users.

|0 || Q@

Accessable because no linking is set in the "Role/Menu link list menu.

Figure 3-1 Overall view

In the case of "Pattern: d" above, the following dialog will be displayed.

Messages from the site

Go to the top page for menus that do not have display permission.

Figure 3-2 Dialog displayed when display permission is not available

For example, if "User_A" tries to access "Menu_B" which is not linked, the user will be redirected to the
top page because he does not have permission to access the menu.
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3.1 Design roles to control access and register for role list

Design a role that is going to control access and register it from the "Management Console" menu
group> "Role list" menu.

ﬁﬂEanﬂ‘O Management Console

IT Automation

Description
Display filter

Menu group list List/Update

Menu list Access permission
ry Update ame User information Menu information Last update date/time  Last updated by
Role to allow access

System Administrator | 2015/04/01 10:00:60 Systen Administrator

User fist 168,806, 54 ault Role 550 Default Role  |2815/84/@1 16:08:60 System Administrator

Filter result count: 2
e « Menu link list

Figure 3.1-1 "Management Console" Menu Group> "Role list" Menu

<~ Arole has two functions.

@D Menu access permissions
Access permission to each menu is registered from the "Management Console" Menu group
> "Role/Menu link list" Menu.

Register

Menu list:

Role Jist

Role (ID: Name) Menu group: Menu Last update date/time Last updated by

Auto-input [ .o\ ctem Administrator v 2100011612;Reference:6:With operation v | puto-inout Auto-input

User list

Role/Menu link list

RalefUser link list

4

Sequence list #*ig @ required item.

B .

Figure 3.1-1 "Management Console" Menu Group> "Role/Menu link list" Menu

Single-sign-on Basic.
Preference

@ Roles for data records

Roles assigned to each user's data are registered from the "Management Console" Menu
Group> "Role/User link list" Menu.

Register

Menu list

Role list __
Access permission
Item No. Role (ID name) User ID: Login ID Default access permission Last update date/time Last updated by
Setting Role to allow access

Auto-input|| y:5ustem Administrator A\ 1:administrator * E] m futorinaut futorinaut

User st

Role/Menu link list

Role/User link list O

Sequence list s @ required item.

Preference

Figure 3.1-2 "Management Console" Menu Group> "Role/User link list" Menu

Exastro- ITA_User_lInstruction_Manual_Role-based access control for data records 8 / 62



The following roles are registered when ITA is installed by default. Please do not change/update
them.

Access permission
History Update Discard Role ID

Remarks Last update date/time Last updated by
Role to allow access

Role name User information Menu information

System Administrator;zals/m/el 10:00:60 System Administrator

550 Default Role |2e15/84/01 10:00:00

Figure 3.1-3 "Management Console"” Menu Group> "Role list" Menu

System Administrator

In addition, this document describes "(2) roles given for each data record" of the two roles. (In
Figure 3-1, "Pattern: a, b, and c" is applicable.)

For "(1) Access permission to menus", please refer to
"ITA_User_lInstruction_Manual_Management Console." (In Figure 3-1, "Pattern: d" is applicable.)
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3.2 Role and menu registration in role/menu link list.

Register a link between each role and menu in the "Management Console" menu group >
"Role/Menu link list".

Newly registered roles will be required to have it linked to each menu in the "Role/Menu link list"
menu.

List/Update

Menu group list

Menu list
History Update Discard Item No.

e
e
Histol Discard
=2
[ History_Jl update J| Discard |

Figure 3.2-1 "Management Console” Menu Group> "Role/Menu link list" Menu

Role list

1 Test Menu 1

poo11616 | Input

System Administrator

User list System Administrator MEPE011611 Substitution value 2 Test Menu 1

System Administrator poo11612 | Reference 3| Test Menu 1

Role + Menu link list

Role - User link list

System Administrator EEPE011616 Input 4 Test Parameter

wn

ystem Administrator |EEPE611611 | Substitution value 5 Test Parameter

System Administrator WEPE@11612 Reference 6 Test Parameter

Sequence list System Administrator

poe11616 | Input 7 Durectirt Creation

SRS

EEGEBEE

System Administrator pee11611 Substitution value 8 Durectirt Creation

Single-sign-on Basic

The "System Administrator (role)" is linked to all menus by default when installing ITA. Please do
not change/update it.

Item No.

History Update Discard

System Administrator 2188611618 Input 1|Test Menu 1
System Administrator Substitution value 2 Test Menu 1
m System Administrator Reference 3|Test Menu 1
System Administrator Input 4 | Test Parameter
m System Administrator Substitution valus 5|Test Parameter
System Administrator Reference 6 | Test Parameter
m System Administrator Input 7 |Durectirt Creation
System Administrator Substitution value 8 Durectirt Creation
System Administrator Refsrence 9 |Durectirt Creation

Figure 3.2-2 "Management Console" Menu Group> "Role/Menu link list" Menu

Assume that "Menu_A" and "Menu_B" are created.
For details about create manu, please refer to "ITA_User_Instruction_Manual_Menu_creation_function".

User name [System Administrator
Exast ro In pu t Login ID [administrator
IT Automation Change password | Logout
= Menu
Main menu
Timezone list
Directory setting

Discard Last update date/time Last updated by

directory creation
Exclude discarded records v

¥ Search from pulldown ¥ Search from pulldown

Pulldown ¥ Search from pulldown ¥ Search from pulldown

Data sheet menu

With operation

T

Auto-filter

Figure 3.2-3 "Input” Menu Group> "Menu_A" Menu
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3.3 User (Accounts) with user list registration

Register a user (Account) from the "Management Console" menu group > "User list" menu.

LISt/ Update

Role - Menu link list

History Update Discard User ID Login ID Login Password Mail address Role information

s r | sample@xxx.bbb.coc | IEIERGIELGERY)

Role - User link list

Role information
4

Figure 3.3-1 "Management Console"” Menu Group> "User list" Menu

The following users (accounts) are registered by default when installing ITA. Please do not
change/update them.

History Update Discard User ID Login ID Login Password User name Mail address Role information

1§administr‘ator e System Administrator |samplef@xxx.bbb.ccc Role information

Figure 3.3-2 "Management Console" Menu Group> "User list" Menu
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3.4 Registration of link between user and role in the Role/User list

Register the user-role link "Management Console" menu group > "Role/User link list" menu.
When registering new data, if you specify it as the default role to be granted to the data, the
setting is performed in the "Default access permission" column.

By setting "e" in the "Default access permission” column, it will be a role (Permission role) set as
the default when registering new data.

Role list List/Update

User list

User Access permission
Default access permission Remarks

Role to allow access

gl Name User TD login TD

Role - Menu link list

Role - User link list

Sequence list

System Administrator

System Administra

Role_A

Role B

Figure 3.4-1 "Management Console"” Menu Group> "Role/User link list" Menu

If RBAC is not going to be implemented, please leave the "Default access permission" field
blank.

The following user/role link will be registered by default when installing ITA. Please do not
change/update them.

User

History Update Discard Item No. Default access permission
D User ID Login ID

m 1; System Administrator 1 administrator

Figure 3.4-2 "Management Console" Menu Group> "Role/User link list" Menu
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4 Role link for data

In the following explanation, assumes that “Table 4-1” will be set below.

Table 4-1 Menu and registration example
'Management Console |Menu group> System Administrator, Manager_Company_A,
IRole listimenu Company_A_KANTO, Company_ A KANSAI,
Manager_Company_B, Company_B_KANTO,
Company_B_KANSAI,

2 | 'Management Console |Menu group>

l'User listimenu Login ID User name

administrator System administrator
A_admin Admin_Company_A
A_user01 Company_A_user01
A_user02 Company_A_user02
A _user03 Company_A_user03
B_admin Admin_Company_B
B_user01 Company_B_user01
B _user02 Company_B_user02
B_user03 Company_B_user03

3 | 'Management Console JMenu group>
"Role/User link listimenu
System Administrator | System Administrator
System Administrator,
Admin_Company_A (e)
System Administrator,
Admin_Company_A,
Company_A_user01 (e),
Company_A user03
System Administrator,
Admin_Company_A,
Company_A_user02 (e),
Company_A_user03
System Administrator,
Admin_Company_B (e)
System Administrator,
Admin_Company_B,
Company_B_user01 (e),
Company_B_user03
System Administrator,
Admin_Company_B,
Company_B_user02 (e),
Company_B_user03
e...Default access permission

4 | 'Management Console IMenu group> | [Basic Console IMenu group >l Operation listimenu

Manager_Company_A

Company_A_KANTO

Company_A KANSAI

Manager_Company_B

Company_B_KANTO

Company_B_KANSAI,
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IMenu listimenu
'Management Console |Menu group>

System Administrator, [ Basic Console | Menu
Manager_Company_A, group >
Company_A_KANTO, lOperation list

Company_A_KANSAI,
Manager_Company_B,
Company_B_KANTO,

Company_B_KANSAI,

No.1) "Role list" menu reflecting the registration example in "Table 4-1"

List/Update

Menu group list

Menu list

User list

History Update Discard Role ID Role name User information Menu information

System Administrator|

History Manager_Company A
_ _ Hist t Discard g
History Gy GGG | 2,100,060, 660 S50 Default Role
—— [ History Jf Update | Discsrd J R

Preference

Filter result count: 8

Figure 4-1 “Management Console” menu group > ”Role list menu”

No.2) "User list" menu reflecting the registration example in "Table 4-1"

List/Update

Mail address

Menu list

Role list

History Update Discard User ID Login ID Login Password User name

o hdministrator *#seees system Administrator [ample@xxc.bbb.ccc
Role - Menu link list
EEERET . Admin_Company_ A
Role - User link list EEES EE Company_A_usergl
_ FEERERIIE Company_A_ usera2
Sequence list
TR Company_A_usere3
Single-sign-on Basic p_admin FA R Admin_Company_B
Preference B_usere1 ok kdokkk Company_B_useral
. . . Histor E_usere2 CERERI R Company_B_user2
Single-sign-on Attribute - pany_e_f
Preference E_userd3 RERAFEER Company_B_user83
4

Figure 4-2 "Management Console" Menu group > "User list" Menu
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No.3) "Role/User link list" menu reflecting the registration example in "Table 4-1"

== List/Update

Main menu

User
History Update Discard Item No. Default access permission

System seftings

D Name User ID Login ID
. System Administrator 1| administrator
Menu group list e
w W . B Manager_Company_A 1| administrator
Menu list | History | | Discard | §5  Company A KaNTO 1| administrator
et w W it 13 Company_A_KANSAT 1 administrator
m 147 Manager_Company_B 1|administrator
User list | Discard | 182 Compeny_B_KANTO 1 administrator
Role - Menu link list w W
L]
e
- . Discard A admi
Role - User link list m | - Sl —
Hist Discard 1R 6 4| A admi
S
1 .
e o D [ Fistory Jf updatejf Discard | -
Discard A
s At m 1fs Company_A_KANSAT 7 A_user@3
Histx 1947 Manager_Company_B 8 |B_admin .
s o = T o coman s g
VErsion A i
w W 2§ e Company_B_KANSAT 8|B_admin
w W 1¥s Company_B_KANTO 9|B_users1 .
2 Company B_KANSAT SRR .
—
W 1¥s Company_B_KANTO 11 |B_user@3

Figure 4-3 "Management Console" Menu group > "Role/User link list" Menu

Table 4-2 List of Settings for "Role/User link list"

Role name
System
User name Manager_Company_A Company_A_KANTO|Company_A_KANSAI Manager_Company_B Company_B_KANTO Company_B_KANSAI

(Login ID) administrator

System Administrator
(administrator)

Manager_Company_A
(A_admin)
Company_A_user01
(A _user01)

Company_A_user02
(A _user02)

Company_A_ user03
(A _user03)
Manager_Company_B
(B_admin)
Company_B_user01
(B_user01)

Company_B_user02 ([
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(B_user02)

Company_B_user03

(B_user03) ® o

@®: With link in Role/User link list. Set "@" with default access permission
O: With link in Role/User link list. Set the "Default access permission” to be blank.
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No.4) "Role/Menu link list" menu reflecting the registration example in "Table 4-1"
New roles needs to be linked to a menu. This can be done in "Role/Menu link list" menu.

The following assumes that each role is getting linked to "Basic Console" menu group >
"Operation list" menu.

List/Update

User list

Role - Menu link list

Role - User link list

History Update Discard Item No.

Manager_Company_A p102086003 Basic Console 21008000284 Operation list

Company_A_KANTO p100000003 Basic Console 2100000204 Operation list

Sequence list

Company._A_KANSAT
[

p100006003 Basic Console 2100000204 Operation list

Hi
= ez
K 3 =

Single-sign-on Basic
Preference

Manager_Company_B p100000003 Basic Console 2100000204 Operation list

mpany_B_KANTO p100006003 Basic Console 2100000204 Operation list

oo
S

Single-sign-on Attribute
Preference

mpany_B_KANSAT p10@e88083 Basic Console 21080803284 Operation list

ystem Administrator

Figure 4-4 "Management Console"” Menu group > "Role/Menu link list" Menu

p16@088082 Management Conscle 2108080282 System settings

Example) If user "B_admin" is logged in

By linking, user "B_admin" can access the "Operation list" menu > "Basic Console" menu group.

User name [B_admin] |

. Exastm Basic Console Logi 1D [B_scmin]

IT Automation change password  Logout

= Menu

Description v
Main menu

Display filter

Davice list

Input operation list Discard 3 Operation ID Operation name Scheduled date  Last update date/time Last updated by

Exclude digcarded records v ~

Movement list
¥ Search from pulldown ¥ Search from pulldown ¥ Search from pulldown ¥ Search from pulldown

B auto-fiter

Figure 4-5 "Management Console" Menu group > "Input operation” Menu
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41 New data

It is possible to set "access permissions" for data when registering it.

The following figure 4.1-1,"Basic Console" menu group > "Operation list" shows the data
registration sub menu (operation).

Q’*ﬂ EXastr® pasic console

/" IT Automation

= Menu

Description
Main menu

Display filter
Dexice list Py

Input operation list List/Update

Movement list

Operation ID Operation nase  Scheduled date for execution Access permiss’ n Last update date/time Last updated by

Setting  ple to allow access

Figure 4-5 "Basic Console" Menu group > "Operation list" Menu

A. “Role to allow access” column.
The role that grants access to data records will be displayed.
The default permission access role will be displayed in the "Permission role" column.
If no default permission access role is set, it will be blank.

Only the user linked with the permission role can view/change the data.
If the permission role is blank, all users can view/change the data.

If Role-based access control (RBAC) is not getting implemented, do not set any permission
roles.
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X1 Default Permission roles

Roles with "e" selected in the "Default permissions” column of the "Role/User link list" menu
will have their role name displayed in the "permission role" column when registering by
default.

@ Exastro Management Console

IT Automation

= Menu
Main menu

Display filter
System settings
Menu group list List/Update

Menu list

Role User
History Update Discard Item No. Default access permis ion
ID Name User ID Login ID

Role list

Update Manager_Company_A 4|A_admin
12|6 Company_A_KANSAT & A users? .
Role - Menu link list
Role - User link list Update 12 2 Company_B_KANTO 9|B_usersl .
= con :

History || Update 22|9 ompany_B_KANSAT 16 |B_userd? N
Seguence list
Filter result count: 6

Figure 4.1-2 "Management Console" Menu group > "Role/User link list" Menu

Example) If user "A_user03" is logged in.
User "A_user03" is not set to "Default permissions", so by default, nothing will be
displayed in the "Permission role" column when registering.

User name [ A_Userod]

} Ela.itl'ﬂ i Log ) [A_Usero3
f ) st Basic Console i !

Description

Display fiter

AOCESS DETMESSION

Figure 4.1-3 "Basic Console" Menu group > "Operation list" Menu
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Example) If "B_user02" is logged in.
Since User "B_user02" is set to "Default permissions”, the role set to it will be displayed
in the "permission role" column by default when registering.

User name [Company_B_user02]
@ Exast rQ Basic Console Login ID [B_user02]

IT Automation Change password Logout

= Menu

Description v Open
Main menu
Display filter vOpen

Operation list

List/Update 7 Open

Access permission

Operation name Scheduled date for execution Last update date/time Last updated by
etting Role to allow access

Auto-input || l==dul Company_B_KANSAL 1 Auto-input Auto-input

‘ ] 3

#*is a required item.

Figure 4.1-4 "Basic Console" Menu group > "Operation list" Menu
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B. [Settingslcolumn
If you want to change the permission role, click the "Setting" button.
A dialog box where users can change permission role will be displayed.

The dialog box displays a list of roles linked to the user from the user in the "Role/User link

list" menu.
Select permission role then press the "Decision" button

The selected role will be mirrored "Permission role" column.
If the "Decision" button is clicked without any role selected, the "Permission role" field will be

left blank

If the "Permission role" is blank, the data can be viewed/changed by all users.
Clicking the "register" button will register all the contents displayed in the "permission role"

column.

Example) If user "A_user03" is logged in.

The roles linked to user “A_user03”, “Company_A_KANTO” and “Company_A_KANSAI” will
be displayed in a dialog box

List/Update

User

History Update Discard Item No. Default access permission
User ID Login ID

Filter result count; 2

Role select

Select 1ID

B 5  Company A_KANTO

B 6  Company A_KANSAI

Cansel

Figure 4.1-5 Changing permission role dialog
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4.2 Updating Data

Roles that grants permission to data records will be displayed in the "Permission role" column.
Change the permission role as needed.

List/Update

Register

|
Operation list

Movement list

ER Diagram

. Access permission
Operation ID oOperation name Scheduled date for execution
. . Setting Role to allow access
ER Diagram Menu List

Auto—inputf Auto-input| Ope_sampled 2021706703 14:00 =iy lCompany_A_KANTO, Company_A_KANSAI

ER Diagram Item List

#*"is a required item.

Figure 4.2-1 "Basic Console" Menu group > "Input operation” Menu

4.2.1 Handling discarded roles

If a role is abolished in "Basic Console" Menu group > "Role list" Menu, it will be display in
"Permission role" column as "ID conversion failure".

Example) If Role "A_user01" is abolished,

Eant[Q Basic Console
IT Automation
= Menu
Description

Main menu

Display filter

Device list

List/Update

Input operation list

Movement list

Access permission

Operation ID ‘Operation name Scheduled date for execution
Setting Role to allow access

202170101 14:00 ﬁ A_user0l,ID conversion failed

3 ope_sampleld

<

¥ *is 2 required item.

Update

Figure 4.2-2 "Basic Console" Menu group > "Input operation” Menu
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If the "update" button is clicked when the screen is the same as "Figure 4.2-2", Abolished roles
will be deleted from the column. (In this case, (ID Conversion Failure) disappears and only
A_user01 will be displayed).

EXESt[O Basic Console
IT Automation

Input operation list

Movement list Access permission

‘Operation ID Operation name Scheduled date for execution
Role to allow access

3 3 |ope_sanpled 2021/01/01 14:00  FEETIN A userol

<
% *is a required item.

Figure 4.2-3 "Basic Console" Menu group > "Input operation” Menu

Unless the "Update" button in the "List/Update” sub menu is pressed, any abolished roles will
remain in the "Permission role" and will be displayed as "ID conversion failure".
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4.2.2 Handling roles no longer linked to users/roles

If a role link is abolished in the "Management Console" menu group > "Role/User list" menu, the
abolished role will be displayed as ****** in the "Permission Role" column.

example) Abolishing the link between "B_user03" and "Company_B_KANSAI" and logging in as
User "B _user03".

@ EXastro Basic Console

IT Automation

= Menu

Description
Main menu

Display filter

Operation list

List/Update

Access permission
No. Operation ID Operation name Scheduled date for execution

Setting Role to allow access

3 3 lope_sanpled 2021/06/04 14:18 Eou Bl Company B_KANTO, ***xxst=(g)

#*is a reguired item.

e[

Figure 4.2-3 "Basic Console™ Menu group > "Input operation” Menu

The "Permission role" column will not change even if the update button is clicked when the
screen is the same as Figure "Figure 4.2-3".

If you want to remove the "********" display from the "Permission role" column, press the
"Setting" button on the "List/Update" sub menu to display the dialog and press the "Decision"
button.

Role select

Select 1ID

v g8  Company_B_KANTO

Cansel

Figure 4.2-4 "Role select" Screen

Exastro- ITA_User_lInstruction_Manual_Role-based access control for data records 24 / 62



@EXBSUQ Basic Console

IT Automation

= Menu

Description
Main menu

Display filter
Operation list —

List/Update

Access permission
No. Operation ID Operation name Scheduled date for execution
Setting Role to allow access

3 lope_samp led 2021/06/04 14:18 i ompany_B_KANTO

#*is a required item.
T

Figure 4.2-5 "Basic Console" Menu group > "Input operation" Menu

Unless you press the "Decision" button on the dialog, abolished role will remain in the
"Permission role" column with the display "********",

4.2.3 When specific data is shared by multiple roles

If data has multiple permission roles registered for it, roles without a link from the "Role/User link
list" menu will be displayed as "*******" in the "Permission role" column.

Example)Logging in as B_user03 and registering data in the "Permission role" column in the
default state.
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@ Exastro Basic Console Login ID [B_user03]

IT Automation Change password Logout

User name [Company_B_user03] ‘

Description vOpen
Main menu

Display filter vOpen
Operation list

List/Update AcClose

*List is displayed here.

Register AClose

Access permission
Operation name  Scheduled date for execution Last update date/time Last updated by
Setting Role to allow access

Auto-input & ape_sanpled 2021/06/04 14:25 =SB | Company_B_KANTO,Company_B_KANSAT -Autn—input Auto-input

4 »

#*is a required item.

Figure 4.2-6 "Basic Console" Menu group > "Input operation” Menu

Log in as user "B_user01".User "B_user01" is not linked to the role "B_user02". Roles that
are not linked will be displayed as "*******" in the Permission role display.

User name [Company_B_user01]

@ EXastr® gasic console Login ID [B._user01]

IT Automation Change password Logout

= Menu

Description
Main menu

Display filter
Operation list Py

List/Update

Access permission
No. ation ID Operation name Scheduled date for execution Last update date/time Last updated by
Setting  Role to allow access

©)

4/lope_sampled 2021706704 14:25 EE LG Company_B_KANTO, ®#ksixs iAutu—input Auto-input

4 3

¥ *is a required item.

Figure 4.2-7 "Basic Console" Menu group > "Input operation” Menu
The permission role column will not change even if the update button is clicked when the
screen is the same as Figure "Figure 4.2-7".

If you want to remove the "********" from the "Permission role" column, press the "Setting"
button to display the dialog and press the "Decision" button.
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Role select

Select 1ID

4 & Company_B_KANTO

Decision Cansel

Figure 4.2-8 "Role select" Screen

User name [Company_B_user01]

@ Exastro Basic Console Login ID [B user01]

IT Automation Change password Logout

= Menu
Description 7Open
Main menu
Display filter —Open
Operation list
List/Update AClose

Access permission

No. ation ID Operation name  Scheduled date for execution Last update date/time Last updated by

Setting Role to allow access

Company_B_KANTO

| | Auto-input Auto-input

4 lone_sanpled 2021/0B/04 14:25

4

#*is a required item.

I ST

Figure 4.2-9 "Basic Console" Menu group > "Input operation” Menu

Unless you press the "Decision" button on the dialog, the abolished role will remain in the
"Permission role" column with the display "********",
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4.3 Data restoration

Abolishing the data will not change the permission role.

4.4 Data restore

Restoring the data will not change the permission role.

4.5 Upload from Excel

The following information registered based on "Table 4-1" is used to explain the information
below.

User
History Update Discard Item No. Default access permission

User ID Login ID

Company_A_KANSAT 4 A _admin

4|A_admin

A_admin

A _userel

Company_A_KANSAT 6| A _usera2

Figure 4.5-1 "Basic Console" Menu group > "Role/User link list" Menu

If an excel file is downloaded from the button below, the user's default permission role will be
displayed in the "Permission role" column in the blank row of the downloaded Excel.

List/Update

Download all and edit file uploads

History Update Discard No. Operation ID Operation name

1/ Test Operation

2 Test Operation User@3

Download all (Excel)
3 ope_sample3
4 ope_sampled Download for new registration (Excel)

Filter result count: 4

|miiiiiiiiﬁii%%%iiiiii]

Figure 4.5-2 "Basic Console" Menu group > "Input operation" Menu
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Example) If user is logged in as user "A_admin" and downloads the excel file

® : Required Register °
= * Optional Upadate . . s x
= 1 Cannot edit icard . .
Restore x x x x % x x o x x
OK: Line break OK/NG : No line break | NG | NG NG NG [ NG I NG | NG oK NG NG
Other notes Select pracessing type. Discard |Can |OperaiionID | [Maximum lengih] 256 bytes |Not used in the system Dateflime when the The role that allows access to the record | Comment |Last update dats of | Updated by Login usar
flag not | (auto numbering) operation was actually If you want to allow access to multiple roles, |5 section. |record. Useful for ID is automatically
Cannot do edit performed. separate the roles with comma (). Can Judging the possibility of registered. Cannot edit.
operation  bec comment |an update. Cannot edit
other than aus when  |because of auto-
restore. @ of removing | numbenng
auto of
restoring

]

| e e
1N

Role o allow access

Last execution date Ji§

od ¢ .
Test Operation 2021 23 202105/27 15:26

M Remallg

Last update cate/irfRl  Last updated by [l

Test 2021105727 15:26:27 | LegacyRole execution procedure

Test Operation Userd3 207110506 1405 Company A KANTO. Company A KANSAI 2021/05731 14:05:40 _ Comy A yser)d
lanager_Company

Manager_Company_A
Manager_Company A
Manager_Company_A
Manager_Company_A
Manager_Company_A
Manager_Company A
Manager_Company_A
Manager_Company_A
Manager_Company_A

Manager Company A

Copy the line above this line and insert to increase the lines

Figure 4.5-3 Download from "Excel Output” button > "List/Update" sub menu

If you're uploading from Excel, make sure that the "Permitted Roles" column has a role set that
is within the range of roles linked to the "Management Console" menu group > "Role/User link
list" menu.

If you want to set multiple roles, separate them with commas.

Example) Example: Setting within the scope of the role linked with the user

Table 4.5-1 List of "Figure 4.5-1"

Login user Configuration value of permission role

A_admin

Manager_Company_A, Company_A_KANTO,
Company_A_ KANSAI

A_userO1

Company_A KANTO

A_user02

Company_A_ KANSAI

A_user03

Company_A_KANTO, Company_A_KANSAI
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(1) Register
Example) If logged in as user "A_admin" and downloaded to excel.

Enter the required information as shown in the red frame in the figure below.

Exex e

® * Requirsd Register x x x . . x o a x
= : Optional Unadate x| = x . . b = 2 *
RRCEAEE Discard = = z = 5 =
Restore x x * x x x x a *
OK : Line break OK#'NG : Na line break NG | NG NG NG NG NG NG 0K NG
Other notes| Select processing type. Discard |Can Operafion D | [Maimum length] 256 bytes  Not used in the system Dateflime when the The role that allows access to the record Comment |Last updale date of L
flag. not  (auto numbering) operation was actually If you want to allow access to multiple roles, separate the roles with s section. |record. Useful for il
Cannot do|edit performed. comma () Can |judging the possibiity of n
operation |bec «comment |an update. Cannot edit
ather than aus when because of auto-
restore. @ of remaving |numbering.
auto o
- restoring
o cutio on date s d i
1 i Test Operation i |2021705/27 15:26 Test 20210527 15:262T L
st e 225 M54
I Register Ope_samgle10 2021106/06 14.05 Manager_Company_A. Company_A_KANTO. Comgany_A_KANSAL i

Manager_Company_A

Manager_Company_A

Manager_Company_A

Manager_Company_A

Manager_Company_A

Manager_Company_A

Tanager_Company_A
Manager_Company A
Manager_Company_A

B T ——

Figure 4.5-4 Output updated excel

When you upload the updated Excel (Fig. 4.5-4) from the "File upload" button of the
"Basic Console" menu group> "Operation list" menu> "Download all and edit file upload"
submenu, the data will be registered and added to the "List/Update" sub menu.

List/Update AClose|

Access p
History Update Discard No. Operation ID Operation name Scheduled date for execution Last execution date Last update date/time Last updated by
Role to all

1 Test Operation 2021/05/20 15:23 2021/85/27 15:26 ;2921/65/‘27 15:26:27 LegacyRole execution procedure

2 Test Operation User3 2021/85/66 14:85 Company A KANTO, Compan éZGll/ﬂS/}l 14:85:48 Company A user83
E—
5 Ope_samplel@ 2021/06/03 15:19 Manager_Company_A, Cumpany:2921f65/31 15:19:36 Admin_Company A

Figure 4.5-5 Results of uploading the updated Excel
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(2) Update

Set the role within the permission role set in the update record, but If you want to share
data with multiple users and want to keep the role not associated with the login user, please
set the role name as ***** (Role ID).

Example) If you want to leave a role that is not linked to a login user

Table 4.5-2 Configuring permission roles for update records

Login user Access permission role setting value

. Manager_Company_A, Company_A_KANTO,
A_admin Company_A_KANSAI
A_user01 rreeekk(2), Company_A_KANTO, *rxxrkkk(4)
A_user02 Fhkkkkxk(2), Freeeeek(3), Company_A_KANSAI
rrkkkxx(2), Company_A_KANTO,
A _A_
-usero3 Company_A_KANSAI

User name [Company_A_user01]

@ Exastro Basic Console Login ID [A_userD1]

IT Automation Chi 1ae password Logout

= Menu
Description v Open
Main menu
Display filter VOpen
List/Update AcClose
A

No. Operation name Scheduled date for execution Last update date/time Last updated by
Setting Role to all

Operation list

Ope_samplelll 2021/06/03 15:18 Setting  Raddadiid (4),Company_A_KANTO, *#*x=xxx (6) |WAuto-input Auto-input

4 >

3¥*is a required item.

Figure 4.5-6 List/Update sub menu when login "A_user01"

(3) Abolition/Revival
Aolbiting/reviving will not change the permission role.

If the permission role is blank, all users can view/change the data (When uploading from Excel,
the permission role is automatically specified >¢Figure 4.5-3).

If role based access control (RBAC) is not input, do not set the permission role.
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4.6 Uploading from RestAPI

Uploads from RestAPI (Registration, update, abolition,revival) are similar to "4.5 Upload from
Excel".

However, Unlike uploading from Excel, "Permission role" is not specified by default.

Table 4.6-1 Differences in default values by upload source

Upload source Default value Result when registered with
default values
Excel The default permission role for the | Only users with the specified
logged in user is specified. (Figure | role can see the data.
4.5-3).
RestAPI Unspecified Data can be reference to all
users

When uploading from RestAPI, "Unspecified permission role" is the default.

If the "Permission Role" column is blank, all users can view/change the data, so please be careful
if there is data that you do not want to view/change from other than a specific role.

If you want to narrow down the number of users who view/change data, please upload the
permission role after specifying it.

If Role-based access control (RBAC) is not getting implemented, do not set any permission roles.

4.6.1 EDIT (X-Command)

For details on how to operate from RestAPI, please refer to
"ITA_User_Instruction_Manual_RestAPI| ".
X"FILTER (X-Command)" will be described in "5.4 RestAPI display filter".

If you want to register or update data from RestAPI, set the access permission role to be within
the range of roles linked with the user in the "Management Console" menu group > "Role/User
link list" menu.

If you want to set multiple roles, separate them with commas.

If permission role field is blank, all users can view/change the data.

If Role-based access control (RBAC) is not getting implemented, do not set any permission roles.

Exastro- ITA_User_lInstruction_Manual_Role-based access control for data records 32 / 62



5 Display restrictions for linked roles.

This and any subsequent chapters assumes that the following data has been registered in the “Basic
Console” menu group -> “Operation list” menu.

(5? EXastro Basic console
/" IT Automation

= Menu

Main menu

Device list

Operation fist

Movement list

Access permission
History Update Discard No. Operation ID Scheduled date for execution  Last execution date Last update date/time  Last updated by
allow access

ER Diagram

ER Diagram Menu List

ER Diagram Item List

i Manager_Company_A, Conpany_A_KANTO, Company_A_KAN

Figure 5-1 "Basic Console" Menu group > "Input operation™ Menu"

Table 5- Data list displayed per user

ope_ ope_ | Ope_ ope_ Ope_ Ope_ Ope_ ope_ oOpe_
User name sample1 sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9
(Login ID)
System Administrator . . - * * * * * .
(administrator)
Manager_Company_A
(A_admin) ¢ * * * *
Company_A_user01
(A _user01) ¢ * *
Company_A_user02
— * < L 4
(A_user02)
Company_A_user03
A .
(A _user03) ¢ * *
Manager_Company_B . . * *
(B_admin)
Company_B_user01
_b_ . *
(B_user01)
Company_B_user02 * .
(B_user02)
Company_B_user03
—B_ * L 4 *
(B_user03)

4 :Data to be displayed by each user
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5.1 Display list

The data displayed in the "List/Update" submenu will be the data that has been assigned to the

List/Update
Mistory Update Oliscard Item No. Default access permission

= Menu

Mam meng

Systemn sethings

Menu groop et

|m f_‘_:a Decard Macsgec_Cancury s 3 admlnistrator
Mora et m [ Updiatn | Conpany_A_KANIO 1 adeinistrator
1 Ouscard i 8 Lomuany A LANGAL 3 mdslnlstrater

Hoke et

Hanager Cospany 8

1 admiristrator

& U Connany _J_XANID
(ompany _§_KAGA]

sy b2

Fode « Monu hinkc et

-

Sequence kst

EEEEEEEEEEEEEEEE

5
]
3

1
b
.

|
3
.

Single-sagry on Bask
Proforonon

'EEEEEEEB 'i['!

i
i

Srgic-swp-on Atnbute

Preforence arsts
e = Connany_3_XANIL
e e (popany_§_tAAl
g
‘ 0 =
= =
|

access permission role by the role linked with the user in the "Management Console" menu
group > "Role/User Association Management" menu.
Figure 5.1-1 "Role/User link list" menu reflecting "Table 4-1"
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5.1.1 Login results for each user

» User name: System Administrator (Login ID:administrator)

If the user is logged in as "Administrator”, the following data will be display in the "Basic
Console" menu group > "Operation list" menu.

Operation name,/ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel sample? sample3 sampled sampleS sample6 sample7 :

System Administrator| 4 & ’ ’ ’ ’ < L 2 ’

Table 5.1-1 “Table 5-1”Extract

User name [System Administrator]
EXastro Basic Console Login ID [administrator]

IT Automation Change password Logout

= Menu

Main menu

Display filter ZOpen
Device list
Operation list List/Update AcClose

Movement list
History Update Discard No. peration ID - Operation nan Scheduled date for execution  Last execution date Last update date/time  Last updated by
ER Diagram
6| ope_samplel 2821/85/31 15:30 System Administrai2021/85/31 15:36:44 System Administrator
ER Diagram Menu List 7| ope_sample2 2821/85/31 15:30 System Administraf2021/85/31 15:31:25 System Administrator
8| ope_sample3 2821/85/31 15:30 System Administra]2021/85/31 15:31:45 System Administrator
ER Diagram Ttem List o o
9| ope_sampled 2821/85/31 15:30 System Administraf2021/85/31 15:32:09 System Administrator
16 ope_sample5 2821/85/31 15:30 System Administra]2021/85/31 15:32:24 System Administrator
11 ope_sample6 2821/85/31 15:30 System Administraf2821/85/31 15:32:46 System Administrator
12 ope_sample7 2021/85/31 15:30 System Administraf2021/85/31 15:33:12 System Administrator
13 ope_samples 2821/85/31 15:35 System Administraf2021/85/31 15:33:36 System Administrator
14 ope_sampled 2821/85/31 15:35 System Administraf2021/85/31 15:33:56 System Administrator
»

Filter result count: 9

Output Excel

Register AClose

RegisterComplete No.14 Display list again for confirmation

Continue

Contact administrator

Figure 5.1-2 List/Update sub menu when logged in as "administrator"

The link between user "administrator" and each role is as follows. (Excerpted from Table 4-
1).

Role name
User mame*

(Login ID) .
System Administrator
{administrator) -

System
Manager_Company_A Company_A_KANTO Company_A_KANSA| Manager_Company_B Company_B_KANTO Company_B_KANSAI
administrator

Table 5.1-2 "Table 4-1" Excerpt
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» User name: Manager_Company_A (User ID:A_admin)

If the user is logged in as "A_admin", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope ope ope ope ope ope ope ope ope

User name(Login ID) samplel sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

A_admin L 2 L 2 L L 2 L 2

Table 5.1-3 "Table 5-1" Excerpt

User name [Admin_Company_A]

Eantl'Q Basic Console Login ID [A_admin]
IT Automation Change password Logout

= Menu

Description
Main menu

Display filter

Operation list

List/Update

History Update Discard No. Operation ID  Operation mame  Scheduled date for execution = Last execution date Last update date/time  Last updated by

6| ope_sample1 2821/85/31 15:30 = (1), Managd 2021/05/31 15:38:44 System Administrator
7| ope_sample2 2821/85/31 15:30 (1), Managd 2021/85/31 15:31:25 System Administrator
8| ope_sample3 2021/85/31 15:30 (1), Managd 2021/85/31 15:31:45 System Administrator

9| ope_sampled 2021/85/31 15:38 (1), Managd 2021/85/31 15:32:09 System Administrator

11 ope_sample6 2821/85/31 15:30 (1), Manage 2021/85/31 15:32:46 System Adninistrator

3

Filter result count: 5

Figure 5.1-3 List/Update sub menu when logged in as "A_admin"

The link between user "A_admin" and each role is as follows. (Excerpted from Table 4-1).

Role name
Sysbem
USBF PRI Manasger_ Company A Company_ A_KANTN Company_A_FKAN SA] Manager Company_B Company B_KANTO Company B_KANSAI

I:Lolm.n ]D':I ) T ST F O

Manager_Company_A
(A_admin) .

Table 5.1-4 "Table 4-1" Excerpt
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> User name: Company_A_userO1 (User ID:A user01)

If the user is logged in as "A_user01", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel sample2 sample3 sampled sample5 sample6 sample7 sample8 sample9

A_user01 L L 3 L 3

Table 5.1-5 "Table 5-1" Excerpt

User name [Company_A_user01]
Exast ro Basic Console Login ID [A_user01]
IT Automation

Change password

= Menu

Main menu

Operation list

History Update Discard No. Operation ID  Operation name = Scheduled date for execution = Last execution Last update date/time  Last updated by

6 ope_samplel 021/@5/31 15:38 $2021/05/31 15:30:44 System Administrator
7 ope_sample2 821/85/31 15:30 £2621/@5/31 15:31:25

Updat 11 ope_sample6

System Administrator

021/085/31 15:30

$2621/05/31 15:32:46 System Administrator

»

Filter result count: 3

Figure 5.1-4 List/Update sub menu when logged in as "A_user01"

The link between user "A_user01" and each role is as follows. (Excerpted from Table 4-1).

Role name

=
System
Manager_Company_A Company_A_KANTO Compary_A_KAN SAI Manager_Company_B Company_B_KANTO Comgpany_B_KANS5AI

adminisirator

ICompany_A_user01
(A_user01) -

Table 5.1-6 "Table 4-1" Excerpt
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> User name:Company_A_user02 (User ID:A user02)

If the user is logged in as "A_user02", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope

ope ope ope ope ope ope ope ope

User name(Login ID) samplel sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

A _user02 . ’ L 2

Table 5.1-7 "Table 4-1" Excerpt

User name [Company_A_user02
@ Exastro Basic Console Login ID [A_user02

IT Automation Change password Logout

= Menu

Description
Main menu

Display filter
Operation list Y

List/Update

History Update Discard No. Operation ID  Operation name  Scheduled date for execution  Last execution Last update date/time  Last updated by

| Discard | 6| ope_samplel 921/05/31 15:30 12621/85/31 15:38:44 System Administrator
w | 2 ope_sample3 ©21/85/31 15:39 $2021/85/31 15:31:45 System Administrator
w | 11 ope_sample6 621/85/31 15:39 £2021/85/31 15:32:46 System Administrator

3

Filter result count: 3

Figure 5.1-5 List/Update sub menu when logged in as “A_user02”

The link between user "A_user02" and each role is as follows. (Excerpted from Table 4-1)

Role name

Sy stem
l_br FiErme: Manager_Company_A Company_A_KANTO\Company_A_KAN Al Manager Company_B Company_B_KANTO Company_B_KAN SA)
i ST
(Login ID). ‘
Company_A_user02 °
(A _user02).

Table 5.1-8 "Table 4-1" Excerpt
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> User name:Company_A_user03 (User ID:A user03)

If the user is logged in as "A_user03", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

A_user03 ’ 0 ’ ’

Table 5.1-9 "Table 5-1" Excerpt

User name [Company_A_user03]
@ EXastrd pasic console Login D [A_userc3]

IT Automation Change password

Logout

= Menu

Description
Main menu

Display filter
Operation list play

List/Update

History Update Discard No. Operation ID Operation name cheduled date for execution Last execution Last update date/time Last updated by

6 ope_samplel b21/65/31 15:30 |2621/05/31 15:30:44 system Administrator
7 ope_samplez p21/85/31 15:3@ |2021/05/31 15:31:25 System Administrator

8 ope_sample3 p21/85/31 15:3@ {2021/@5/31 15:31:45 System Administrator

w 4 11 ope_sample6 b21/65/31 15:30

System Administrator

12021/05/31 15:32:46
3

Filter result count: 4

Figure 5.1-6 List/Update sub menu when logged in as “A_user03”

The link between user "A_user03" and each role is as follows. (Excerpted from Table 4-1)

Role name

System
User mame> Manager_Company_A Company_A_KANTD Company_A_KANSAI Manager_Company_B Company_B_KANTO Company_B_KANSAI
r administraton
(Login ID) .
ICompany_A_user03

(A_user03) .

Table 5.1-10 "Table 4-1" Excerpt
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> User name: Admin_Company_B (User ID:B_admin)

If the user is logged in as "B_admin", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel

sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

B_admin

Table 5.1-11 "Table 5-1" Excerpt

User name [Admin_Company_B]
Login ID [B_admin]

@Exasuo Basic Console Change password | Logout

IT Automation

= Menu
Description
Main menu

Display filter

Operation list

List/Update

Operation name  Scheduled date for execution  Last execution Last update date/time  Last updated by

History Update Discard No. Operation ID

2021/85/31 15:32:46 System Administrator

W 1 11 ope_sample6 bo21/5/31 15:30
W m 1 12 ope_sample? bo21/05/31 15:39 2021/65/31 15:33:12 System Administrator
| Discard | 1 13 ope_samples po1/05/31 15:35 2021/05/31 15:33:36 System Administrator
| Discard | 14 14 ope_sample9 Po21/05/31 15:35 2021/05/31 15:33:56 System Administrator

»

Filter result count: 4

Figure 5.1-7 List/Update sub menu when logged in as “B_admin”

The link between user "B_admin" and each role is as follows. (Excerpted from Table 4-1)

Role name
User name:-
(L’Dgin [D) . adminiEtraton
Manager_Company_B
(B_admin) «

System
Manager_Company_A Company_A_KANTO Company_A_KANSAI Manager_Company_B Company_B_KANTO Company_B_KANSAI

Table 5.1-12 "Table 4-1" Excerpt
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» User name:Company B_user01 (User ID:B_user01)

If the user is logged in as "B_user01", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

B_user01 3 ¢
Table 5.1-13 "Table 5-1" Excerpt

User name [Company_B_user01.
@ Exastro Basic Console Login ID [B_user01’

Change password Logout

IT Automation

= Menu

Description
Main menu

Display filter
Operation list =

List/Update

History Update Discard No. Operation ID  Operation name = Scheduled date for execution = Last execution Last update date/time  Last updated by

w m 1 11 ope_sample6 pez1/es5/31 15:30 2021/85/31 15:32:46 System Administrator
m 1 13 ope_sample§ pe21/@5/31 15:35 2621/85/31 15:33:36 System Administrator

3

Filter result count: 2

Figure 5.1-8 List/Update sub menu when logged in as “B_user01”

The link between user "B_user01" and each role is as follows. (Excerpted from Table 4-1).

Role name
User name ; Manager_Company_A Company_A_KANTO Company_A_KANSA| Manager_Company_B Company_B_KANTO Company_B_KANSAI
. adiministraton
(Login ID) -
Company_B_user01 ®
(B_user01).

Table 5.1-14 "Table 4-1" Excerpt
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> User name:Company_B_user02 (User ID:B_user02)

If the user is logged in as "B_user02", the following data will be displayed in the "Basic

Console" menu group > "Operation list" menu.

ope_ ope_ ope_ ope_ ope_ ope_ ope_

sampleé sample?7 sample8 sample9

Operation name/ ope_ ope_

User name(Login ID) samplel sample2 sample3 sample4 sample5

B_user02

Table 5.1-15 "Table 4-1" Excerpt

User name [Company_B_user02]
Login ID [B_user02]

@Exasno Basic Console Change password| Logout

IT Automation

= Menu
Description
Main menu

Operation list izl iz

List/Update

History Update Discard No. Operation ID  Operation name  icheduled date for execution & Last execution Last update date/time  Last updated by

2021/05/31 15:32:46 System Administrator

1 2021/05/31 15:33:56 System Administrator

e21/05/31 15:30

14 ope_sampled 021/85/31 15:35
»

Table seiting

Filter result count: 2

Figure 5.1-9 List/Update sub menu when logged in as “B_user02”

The link between user "B_user02" and each role is as follows. (Excerpted from Table 4-1)

Role name
User name- '
(Login ID) . adminigtraton
Company_B_user02
(B_user02) -

Manager_Company_A Company_A_KANTD Company_A_KANSA| Manager_Company_B Company_B_KANTO Company_B_KANSAI

Table 5.1-16 "Table 4-1" Excerpt
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> User name:Company_B_user03 (User ID:B_user03)

If the user is logged in as "B_user03", the following data will be displayed in the "Basic
Console" menu group > "Operation list" menu.

Operation name/ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_ ope_

User name(Login ID) samplel sample2 sample3 sample4 sample5 sample6 sample7 sample8 sample9

B _user03 ’ ’ ’

Table 5.1-17 "Table 5-1" Excerpt

User name [Company_B_user03]

@ Exast[o Basic Console Login ID [B_user03]
IT Automation Change password Logout

= Menu

Description
Main menu

Display filter
Operation list =

List/Update

History Update Discard No. Operation ID  Operation name = Scheduled date for execution  Last execution Last update date/time  Last updated by

11 ope_sample 021/85/31 15:38 2021/85/31 15:32:46 System administrator

13 ope_samples ©21/@5/31 15:35 2021/@5/31 15:33:36 System Administrator
. 3
History || Update | Discard 14 ope_sampled ©21/@5/31 15:35 2021/@5/31 15:33:56 System Administrator
pe_: Y
r
fable setting

Filter result count: 3

Figure 5.1-10 List/Update sub menu when logged in as “B_user03”

The link between user "B_user03" and each role is as follows. (Excerpted from Table 4-1)

Role name
User name
administrator

(Login ID)
Company_B_user03
(B_user03) -

System
Manager_Company_A Company_A_KANTD Company_A_KANSAI Manager_Company_B Company_B_KANTO Company_B_KAMSAI

Table 5.1-18 "Table 4-1" Excerpt
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5.2 Trace history

Only the data will be displayed in the "List/Update" sub menu can also be displayed in the "Trace
History" sub menu. Also, the history will be assigned the access permission role.

Example) If the user is logged in as "B_user02".

The data will be displayed in the "List/Update" sub menu (Operation ID: 6, 9) can be displayed
in the "Trace History" sub menu.

User name [Company_B_user02]

@ Exastro Basic Console Login ID [B_user02]

IT Automation Change password Logout

= Menu

Description
Main menu

Display filter VOpen

Operation list

List/Update AClose

History Update Discard No. Operation ID  Operation name = Scheduled date for execution = Last execution Last update date/time  Last updated by

11 11 ope_sampleé 2021/85/31 15:38 12021/05/31 15:32:46 System Administrator

12, 14 ope_sample9 2021/05/31 15:35 12021/05/31 15:33:56 System Administrator
»

Filter result count: 2

Trace history AClose

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

15|2621/85/31 15:32:46 11 ope_sampleé 2821/85/31 15:3@ |2021/85/31 15:32:46 System Administrator
4

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

18|2621/85/31 15:33:56 14 14 ope_sample® 2@21/@5/31 15:35 2821/85/31 15:33:56 System Administrator

»

Figure 5.2-1 "Basic Console" Menu group > "Operation list" Menu".

Keep in mind that data which users do not have permission to access cannot be displayed.

\ ser name [B_u
<; 9EXaStI® pasic console ’ :

/" IT Automation

= Menu
Mamn menu
Device kst

Input operation list

Cormesponding record does not exist.

Figure 5.2-2 "Basic Console" Menu group > "Operation list" Menu".
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The data granted by the role linked to the user in the “Role/User link list” can be viewed in the
“Change history” submenu.

Example) Example)If user is logged in as "B_user02".
Roles linked in the "Role/User link list" menu of user "B_user02".

User name [Company_B_user02]
Login ID [B_user02]

@Exasuo Management Console Change password | Logout

IT Automation

= Menu
Description
Main menu

Display filter

Role - User link list

List/Update

User
Default access permission Last update date/time  Last updated by
0.

History Update Discard Item No.
User ID Login ID

2021/05/27 19:20:19 System Administrator
>

10 B_usere? e

Figure 5.2-3 "Basic Console" Menu group > "Role/User link list" Menu".

Data assigned to the role linked in the user's "Role/User link list" Menu".

User name [Company_B_user02]
Login ID [B_user02]

@EX&SUO Basic Console o) [T

IT Automation

= Menu
Description
Main menu

Display filter

Operation list

List/Update
Register
Download all and edit file uploads

Trace history

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

System Administrator

2021/85/31 15:38 2021/05/31 15:32:46

11| ope_samples

15|2021/65/31 15:32:46

Figure 5.2-4 "Basic Console" Menu group > "Role/User link list" Menu".
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If a new permission role is granted for the data displayed in the "Trace history" sub menu, data
linked with previous roles with different permission roles will not be displayed.

Example) if Data from Company A is passed to Company B.

This section uses the data of user "A_admin" and "B_admin" to explain the permission roles
when data is passed from "Company A" to "Company B".

The following figure shows the "Operation list" menu when logged in as "Administrator".

Exastr_o Basic Console
IT Automation

= Menu

Description
Main menu

— Display filter

Operation list List/Update

Movement list

History Update Discard No. Operation ID  Operation name Remarks Last update date/time Last updated by
ER Diagram
6| ope_samplel 2021/65/31 15:30:44 System Administrator
ER Diagram Menu List 7 ope_sample2 Secret 1 2021/05/31 18:21:54 System Administrator
8 ope_sample3 Secret 2 2021/65/31 18:22:19 System Administrator
ER Diagram Item List
9 ope_sampled Secret 3 2021/05/31 18:22:35 System Administrator
10 ope_sample5 2021/65/31 15:32:24 System Administrator
11 ope_sample6 2021/05/31 15:32:46 System Administrator
12 ope_sample7 External secret J§2021/85/31 18:23:18 System Administrator
13 ope_samples External secret J§2021/85/31 18:23:05 System Administrator
14 ope_sampled External secret [l2021/05/31 18:22:53 System Administrator
——

Filter result count: 9

Figure 5.2-5 "Basic Console" Menu group > "Operation list" Menu"

We've divided the data into two colors. Data marked with red can be seen by Company A's
side (User: A_admin) and data marked with blue can be seen by Company B's side (User:
B_admin). (Please refer to figure "A_admin" and "B_admin" for the respective displays
when logging in as User "Figure 5.1-4" and "Figure 5.1-8".) respectively.

Additionally, "Top Secret 1-3" and "External secret 1-3" are registered in the "Remarks"
Column as information that you do not want to be seen by other roles.

The next assumes a case where Company_A delivers data to Company_B. First, delete
Secret 1~3 from Company_A'’s side and then Change the operation 1, 2, 3, 4’s Access
permission role to “Manager_Company_B”.

List/Update AClose

Access permission
No. peration ID Operation mame  Scheduled date for execution Last update date/time Last updated by
Setti) ; Role to allow access

6 |ope_sanplel 2021/05/31 16:30 ir Manager_Company_B | Auto-input Auto-input

4

*is a required item.

Back Update

Figure 5.2-6 "Basic Console" Menu group > "Operation list" Menu"
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If the user logs out as "Administrator" and log back in as "B_admin", the "list/update" submenu
will show a total of eight operation IDs: ID: 1, 2, 3, 4,6, 7, 8, 9".

User name [Admin_Company_B]

@ Exastro Basic Console Moy BBt

IT Automation " =

Description pen
Main menu
Display filter en
Operation list
List/Update lose

History Update Discard No.  Operation ID = Operation name Remarks. Last update date/time  Last updated by

= Menu

pdal W ope_samplel 2021/65/31 18:48:24 System Administrator|
Update 7 7 ope_sample2 2021/85/31 18:48:54 System Administrator|
Update 8 8| ope_sample3 2021/05/31 18:49:07 System Administrator|
pdal ] 9 ope_samples 2021/65/31 18:49:24 System Administraton
m 11 11| ope_sample6 2021/65/31 15:32:46 System Administraton
m 12 12| ope_sample7? External secret 1/2021/@5/31 18:23:18 System Administrator|
W 13 13| ope_samples External secret 2|2021/85/31 18:23:05 System Administraton
W 14 14 ope_sampled External secret 3|2021/@5/31 18:22:53 System Administrator

Filter result count: 8

Figure 5.2-7 "Basic Console" Menu group > "Operation list" Menu"

If you check the display in the "Trace History" submenu for "Operation ID: 1,2,3,4" where the
access permission role was changed, the data linked to different past roles ( Company A Side)
will not be displayed.

User name [Admin_Company_B]
@ Exastro Basic Console Login ID [B_admin]

IT Automation Change password Logout

= Menu

) Trace histo lose
Main menu
Operation list No. B
| o [ e ]

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

25/2021/85/31 18:48:24, 6 ope_samplel 2021/05/31 15:38 2021/@5/31 18:48:24 System Administrator

»

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

26|2021/85/31 18:48:54, 7 ope_sample2 2021/05/31 15:38 2021/05/31 18:48:54 System Administrator
>

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

27|2021/85/31 18:49:07 8 ope_sample3 2021/05/31 15:38 2821/05/31 18:49:87 System Administrator
>

History log No. Change date/time Discard No. Operation ID Operation name Scheduled date for execution Last Last update date/time Last updated by

28|2021/85/31 18:49:24, 9 ope_sampled 20621/05/31 15:38 2021/05/31 18:49:24 System Administrator
>

Figure 5.2-8 "Basic Console" Menu group > "Operation list" Menu"
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For "Operation ID: 1, 2, 3, 4, 7, 8, 9" rewrite the remarks column to "Confidential 1~7".

User name [Admin_Company_B1

@ Exastro Basic Console Login ID [B_admin]

IT Automation Change password Logout

= Menu

Description
Main menu

Display filter
Operation list L

Figure 5.2-9 "Basic Console" Menu group > "Operation list" Menu"

List/Update

History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by

621/05/31 19:03:58
7 7 ope_sample2 External secret2821/05/31 19:e4:1@ Admin_Company B
8 8 ope_sample3 External secret3021/05/31 19:04:23 Admin_Company_B
9 9 ope_sample4 External secret4 621/85/31 19:05:28 Admin_Company_B
11 11 ope_sample6 021/85/31 15:32:46 System Administrator
12 12 ope_sample? External secrets[021/05/31 19:85:17 Admin_Company_B

6 ope_samplel External secretl Admin_Company B

13 13 ope_sample8 External secret6 [021/05/31 19:05:04 Admin_Company B
14 14 ope_sample9 External secret7 821/05/31 19:05:44 Admin_Company B

Filter result count: 8

As a result of specifying the data of "Operation ID: 2" in the "Trace History" submenu, the "Top
Secret 1" registered when the role was "Company A Side" will not be displayed, and only the
"External Secret 2" registered this time will be displayed.

@ Exastrﬂ Basic Console Login 1D [B_admin]

IT Automation Change password Logout

= Menu

Description
Main menu

Display filter
Operation list By

List/Update
Register
Download all and edit file uploads
Trace history
Access permission
History log No. Change date/time Discard No. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access
20|2021/05/31 19:03:58 6 6 ope_sanplel Manager_Company_B External secretl|2021/65/31 19:03:58 Admin_Company_B
25|2021/05/31 18:48:24 6 6 ope_samplel Manager_Company_B |2021/05/31 18:48:24 System Administrator

Figure 5.2-10 "Basic Console" Menu group > "Operation list" Menu"
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5.3 Display filter

Only the data displayed in the "List/Update" sub menu can be narrowed down by the "Display
filter" sub menu.

User name [Admin_Company_B]
£ 7 EXastro Basic Console Login ID [B_admin]

IT Automation Change password Logout

Description wvOpen
Display filter AClose

= Menu

Main menu

Operation list

Discard 5 Operation 1D Operation name Schedu® Last update date/time Last updated by
Exclude discarded records « ~ = ope_ ||2021/06/30 =
¥ Search from pulldown ¥ Search from pulldown ¥ Search from pulldown

»

List/Update AClose

History Update Discard No.  Operation ID - Operation name Remarks Last update date/time  Last updated by

Discard ope_samplel External secretl{2021/05/31 19: Admin_Company_B

w ope_sample2 External secret?;2021/05/31 19: Admin_Company B
m ope_sample3 External secret3;3071/05/31 19: Admin_Company_B
m ope_sampled External secr‘et4§2821/95/31 3 Admin_Company_B
| Update | ope_samples [2021/05/31 15: System Administrator
m ope_sample7 External secretS:2021/85/31 19: Admin_Company_B

ope_sample8 External secret6;2021/05/31 19: Admin_Company_B

14 ope_sampled External secret7;2021/05/31 19: Admin_Company_B

Filter result count: 8

Figure 5.3-1 List/Update sub menu when the "Filter" button is pressed in user "administrator”

User name [Co A_user01
O EX&S‘[I‘O Basic Console Login ID [A_user01
IT Automation Change password Logout
= Menu
Description
Main menu

Display filter
Operation list a7

Discard - Operation ID Operation name Last update date/time Last updated by
Exclude discarded records v ~ ~ ope_ 1 ~
¥ Search from pulldown ¥ Search from pulldown ¥ Search from pulldown W Search from pulldown
»

Table setting
4 Auto-filter
List/Update AClose

History Update Discard No.  Operation ID  Operation name ~ Remarks  Last update date/time  Last updated by

2021/85/31 15:32:46 System Administratol

11 ope_samples

Figure 5.3-2 List/Update sub menu when the "Filter" button is pressed as user "A_user01"

Exastro- ITA_User_lInstruction_Manual_Role-based access control for data records 49 / 62




In the "Access permission" column of the "Display filter" sub menu, users can search in the
following pattern.

User name [System Administrator]
EXES",O Basic Console gl
IT Automation c i [ i
= Menu

Description vOpen
Main menu

Display filter

Device list

AClose
]
- - = Access permission =
Input operation list Discard No. e e Last update date/time Last updated by

Exclude discarded records v =

Movement list

¥ Search from pulldown ¥ Search from pulidown ¥ Search from pulldown

Figure 5.3-3 "Basic Console" Menu group > "Operation list" Menu"

Table 5.3-1 Search pattern
No. Pattern
Search by single selection in the pull-down menu
Search by multiple selection in the pull-down menu
Search by “{blank}” single selection in the pull-down menu
Search by selecting “{blank}” and others in the pull-down menu
Fuzzy search with keywords in string input
Search by entering a real role name in the string input
Search for multiple role names separated by commas in string input.

N OGS, WON =

Keep in mind that if a comma is used in the string input field as a pattern that cannot be searched
for, fuzzy search cannot be performed.
The search patterns no.1 - 7 are explained in detail in the next section.
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No.1)  Search by single selection in the pull-down menu

Example) Search results obtained by logging in as "Administrator" and selecting the access
permission role " System administrator” in the pull-down menu of the "Access permission”
column.

User name [System Administrator]

@ Exastr@ Basic Console Login ID [administrator]

IT Automation Change password Logout

= Menu

Description vOpen
Main menu

Display filter AdClose
Device list
Operation list Access permission

Discard 5 Last update date/time Last updated by
Role to allow access

Movement list

Exclude discarded records +

¥ Search from pulidown ¥ Search from pulidown

‘ % System Administrator || I

4 l »

ER Diagram

ER Diagram Menu List

Clear filter

ER Diagram Item List

List/Update AClose

History Update Discard No.  Operation ID  Operation name = Remarks  Last update date/time  Last updated by

W 10 18| ope_samples $2021/05/31 15:32:24 System Administrator

Figure 5.3-4 “Basic console” Menu group > “Operation list” Menu

No.2) Search by multiple selection in the pull-down menu

Example) Search results obtained by logging in as "Administrator" and selecting the access
permission role " Company_A_ KANSAI” and “B Kansai Department" in the pull-down menu
of the "Access permission" column.

,<E" Eantr,O Basic Console
/" IT Automation
= Menu

Main menu

Device list

Operation list Access permission
Last update date/time Last updated by
Role to allow access

Movement list

Exlude discarded racords v

¥ Search from pulldown

ER Diagram * Company_A_KANSAL| | x Company_B_KANSAI ||

»

ER Diagram Menu List

ER Diagram Item List

List/Update Adose

Access permission
History Update Discard No.  Operation 1D ODperation name Remarks Last update date/time  Last updated by
Role to allow access

System Adwinistrator

14 ope_sampled Company_B_KANSAL External secret7|2821/5/31 19:23:60 System Adninistrator

Filter result count: 2

Figure 5.3-5 “Basic console” Menu group > “Operation list” Menu
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No.3) Search by “Blank” single selection in the pull-down menu

Example) Search results obtained by logging in as "Administrator" and selecting the access
permission role "{blank}" in the pull-down menu of the "Access permission" column.

User name [System Administrator]

@ Exastr@ Basic Console Login ID [administrator]

IT Automation Change password Logout

= Menu

Description wOpen
Main menu

Display filter AClose
Device list
Operation list Access permiss

Discard - Last update date/time Last updated by
Role to allow ac

Movement list

Exclude discarded records v

ER Diagram ¥ Search from pulldewn < {Blank} ¥ Search from pulidown

»

ER Diagram Menu List

Clear filter
ER Diagram Item List

List/Update AClose

Access permission
History Update Discard No.  Operation ID = Operation name Remarks ~ Last update date/time  Last updated by
Role to allow access

1| 11| ope_samples f2021/65/31 19:27:22 System Administrato

Filter result count: 1

Figure 5.3-6 “Basic console” Menu group > “Operation list” Menu

No.4) Search by "Blank" and other multiple selection in the pull-down menu
Search results obtained by logging in as "Administrator" and selecting the access
permission role "{blank}" and “Manager_Company_Aistrator” in the pull-down menu of the
"Access permission" column.

User name [System Administrator]

@ EXE.StI'G Basic Console Login ID [administrator]

IT Automation Change password Logout

Description vOpen
Main menu

Display filter AcClose
Device list

‘Operation list Access permission
Discard 5 Last update date/time Last updated by
Role to allow access
Movement list
Exclude discarded racords

ER Diagram ¥ Search from pulidown % {Blank} | [ X Manager_Company_A || ¥ Search from pulidown

»

ER Diagram Menu List

Clear filter
ER Diagram Item List

List/Update AClose

Access permission
History Update Discard No.  Operation 1D~ Operation name Remarks Last update date/time  Last updated by

Role to allow access

Discard 6| ope_samplel Manager_Company_A External secretl 2821/85/31 19:29:36 System Administrator

{ Update | 1 11| ope_sample6 2021/65/31 19:27:22 System Administrater

Figure 5.3-7 “Basic console” Menu group > “Operation list” Menu
No.5)  Fuzzy search with keywords in string input

Example) Search results when user is logged in as Administrator and entered the keyword
"Manager" as a string line in the "Access permission" field.
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@ EXastr® Bgasic console

IT Automation

= Menu

Description Open
Main menu

Display filter AClose
Davice list

Operation list Access permission
Discard - Last update date/time Last updated by
Role to allow access

Movement list 17
Exclude discarded records v = | Manager =

ER Diagram ¥ Search from pulidown W Search from pulldown

- »
ER Diagram Menu List

Filter Clear filter

ER Diagram Item List

v yomics

List/Update lose

Access permission
History Update Discard No.  Operation ID  Operation name Last update date/time  Last updated
Role to allow access

m ope_samplel Manager_Company_A External secret]2821/85/31 19:23:36 System Administ(fiter
ope_sanple! Manager_Company_ xternal secret] :04: imin_Company._
le2 M c B External ]2621/05/31 19:04:10 Admin_C B
ope_sanple: Manager_Company._ xternal secret{2821/05/31 19:05: min_Company_E
led M c B External 42621/05/31 19:05:28 Admin_C e

ope_sample7 System Administrator,Manager_Company_B External secret!2821/05/31 19:05:17 Admin_Company_B

ope_sanpleg System Administrator,Manager_Company_B, Company_B_KANTO |External secret{2821/05/31 19:05:04 Admin_Company_B

Figure 5.3-8 “Basic console” Menu group > “Operation list” Menu

¥ Fuzzy search is not possible when comma is used.

No.6)  Search by entering a real role name in the string input

Example) Search results when user is logged in as Administrator and entered the keyword
"Company_A_KANTQ" as a string line in the "Access permission" field.

O EXastré Basic console

IT Automation

Menu

Description
Main menu

Device list

Operation list Access permission

Discard 5 Last update date/time Last updated by
Role to allow access

Movement list

Exclude discarded records ~

v
ER Diagram Search from pulldown ¥ Search from pulidown

ER Diagram Menu List
Clear filter

ER Diagram Item List

Access permission

History Update Discard MNo.  Operation ID Operation name Last update date/time  Last updated by
Role to allow access

2|Test Operation Userd3 Company_A_KANTO, Company_A_KANSAT 2021/85/31 14:05:48 Company_#_user3

7 ope_sample2 Company_A_KANTO External secret2|2621/85/31 19:36:57 System Agministrator

Filter rasult count: 2

Figure 5.3-9 “Basic console” Menu group > “Operation list” Menu
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No.7)  Search for multiple role names separated by commas in string input

Example) Search results when user is logged in as Administrator and entered the keyword
"Company_A_KANTO, Company_A_KANSAI" as a string line in the "Access permission"”
field.

@ EXastrd Basic console

IT Automation

= Menu

Description
Main menu

Display filter
Device list Fee

Operation list Access permission
Discard b duled date for execution Last execution date

Role to allow access

Gompany _&_KANTO, C
¥ Search from pulidown

Movernent list

Exclude discarded records -~

v
ER Diagram Search from pulidown

4

ER Diagram Menu List
Filter Clear filter

ER Diagram Item List

£ Auto-filter

List/Update

Access permission
History Update Discard No.  Operation ID Operation name Remarks  Last update date/time  Last updated by
Role to allow access

2 2| Test Operation User83 Company_A_KANTO, Company_A_KANSAI 2021/@5/31 14:85:48 Company_A_userg3

Filter result count: 1

Figure 5.3-10 “Basic console” Menu group > “Operation list” Menu

XIf multiple entries are entered and separated by commas, the search might not be able
to finish depending on the order it was entered.
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5.4 RestAPI display filter

This next section explains how to handle permission roles in RestAPI's Filter (X-Command).

There are three types of filters for each column of FILTER (X-Command).

Table 5.4-1 Filter type

Type of files Details
NORMAL Normal fuzzy search
RANGE OR search for roles specified in START and END
LIST Search by multiple exact match conditions

The filter pattern is further separated into the following conditions.

Table 5.4-2 Number of role names
Number of role names

A 1pice
B Multiple
Table 5.4-3 Search pattern
Search pattern
a fuzzy search for fuzzy role names
b fuzzy search for exactly matched role names
c Search for role names by exact match

Using the combination above, this section explains how to handle the permission roles in each
filter.
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The configuration of the RESTAPI is shown in "Figure 5.4-1" below.

Access permission
History Update Discard MNo. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access
ope_samplel Manager_Company_A, Company_A_KANTO, Company_A_KANSAI|External secretl | 2021/06/01 10:48:18 System Administrator
ope_sample? Company_A_KANTO External secret?|2821/85/31 19:36:57 System Administrator

ope_sample3 Company A _KANSAI External secret3|2821/85/31 19:22:22 System Administrator

ope_sampled Manager_Company_A External secretd 2021/06/01 10:47:58 System Administrator

{"7": {"NORMAL":"A Company"},"1":{NORMAL":0} }

Figure 5.4-1 RestAPI configuration

This section assumes that the information in the red frame bellow is added to the registration
information "Table 5-1".

Access permission
History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by

Role to allow access

Manager_Company _A,Company_A_KANTO, Company_A_KANSAL External secretl|2021/06/01 10:48:18 System Administrator

7 7 ope_sample2 Company_A_KANTO External secret? 2821/@5/31 19:36:57 System Administrator
8 8 ope_sample3 Company_A_KANSAT External secret3|2021/85/31 19:22:22 System Administrator
9 9 ope_sampled Manager_Company_A External secretd |2021/86/81 19:47:58 System Administrator

Discard 18 18 ope_samples System Administrator 2021/85/31 15:32:24 System Administrator

1 11 ope_sample6 2021/05/31 19:27:22 System Administrator

Discard 12 12 ope_sample? System Administrator,Manager_Company_B External secret5|2021/05/31 19:85:17 Admin_Company_B

13 13 ope_samples System Administrator,Manager_Company_B,Company_B_KANTD External secretf|20821/@5/31 19:85:84 Admin_Company_B&

14 DEE samEIEB Comﬁan'-‘ B_KANSAT External secret?
E—

15 15 ope_sampleld Company_B_KANTO, Company_B_KANSAT 2821/@6/01 :

Discard 20821/85/31

19:23;

System Administrator

System Administrator

Figure 5.4-2 “Basic console” Menu group > “Operation list” Menu
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® NORMAL

A) When there is 1 role name

a) Fuzzy search for Fuzzy role name

Access permission
Histery Update Discard No.  Operation 1D Operation name Remarks Last update date/time  Last updated by
Role to allow access

Discard | 6 ope_samplel Manager_Company_A, Company_A_KANTO, Company_A_KANSAI External secretl|2821/@6/@1 18:45:18 System Administrator

7 ope_sample2 Company_A_KANTO External secret2|2821/@5/31 19:36:57 System Administrator
8| ope_sample3 Company_A_KANSAT External secret3|2021/05/31 19:22:22 System Administrator
9| 9 ope_sampled Manager_Company_A External secret4 2021/86/01 19:47:58 System Administrator

Figure 5.4-3 “Basic console” Menu group > “Operation list” Menu

b) Fuzzy search for exactly matched role names

{“7"{"NORMAL":"Company_A_KANTO "},"1":{"NORMAL":0}}"

Access permission
History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access

[ 6 ope_samplel Manager_Company_A,Company A_KANTO, Company A_KANSAI External secretl|2821/086/81 18:48:13

7 7 ope_sample2 Company_A_KANTO Externzl secret2|2821/95/31 19:36:57
A 7] A ” 1] . [PPEL)

Figure 5.4-4 “Basic console” Menu group > “Operation list” Menu

System Administrator

System Administrator
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B) When there is multiple role names

b) Fuzzy search for exactly matched role names
(Applicable)

{"7"{"NORMAL":" Company_A_KANTO, Company_A_KANSAI "},"1":{"NORMAL":0}}

Access permission
History Update Discard Nao. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access

5 & ope_samplel Manager_Company_A, Company_A_KANTO, Company_A_KANSAT External secre t1|2021/86/01 18:45:18 System Administrator

Figure 5.4-5 “Basic console” Menu group > “Operation list” Menu

b) Fuzzy search for exactly matched role names
(Not applicable)

{"7":{"NORMAL":"Company_A, Company_A_KANSAI "},"1":{"NORMAL":0}}

Record does not exist.
Mew registration can be done as per the following.

Figure 5.4-6 “Basic console” Menu group > “Operation list” Menu
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® RANGE

A) When there is role name

a) Fuzzy search for fuzzy role name

{7":{"RANGE":{" "Company_A","END":"Company_B"}},"

{"NORMAL":0}}"

Access perm on
History Update Discard No.  Operation ID- Operation name Remarks Last update date/
Role to allow access

Last updated by

5 5 ope_samplel Manager_Company_A, Company_A_KANTO, Company A KANSAT  External secretl 2021/85/81 10:48:18 System Administrator
7 7 ope_sample2 Company_A_KANTO External secret2|2821/@5/31 19:36:57 System Administrator
8 8 ope_sample3 Company_A_KANSAT External secret3|2821/85/31 19:22:22 System Administrator
g 9 ope_sampled Manager_Company_A External secretd | 2821/86/81 18:47:58 System Administrator
18 18 ope_samples System Administrator 2821/85/31 15:32:24 System Administrator
11 11 ope_sample& 2021/@5/31 19:27:22 System Administrator
12 12 ope_sample? System Administrator,Manager_Company_B External secret5 2821/@5/31 19:85:17 Admin_Company_B
13 13 ope_sampled System Administrator,Manager_Company_B,Company_B_KANTO|External secret6|2821/@5/31 19:85:04 Admin_Company_B
14 14 ope_sample9 Company_B_KANSAL External secret7 2821/85/31 19:23:00 System Administrator
15 15 ope_samplel® Company_B_KANTO, Company_B_KANSAT 2821/06/01 11:0@:33 System Administrator

Figure 5.4-7 “Basic console” Menu group > “Operation list” Menu

b) Fuzzy search for exactly matched role names

{"RANGE":{"START":" Company_A_KANTO

END":"Company_B_KANTO "}},"1":{"NORMAL":0}}"

Access permission
History Update Discard No.  Operation ID- Operation name Remarks Last update date/time  Last updated by
Role to allow access
ope_samplel Manager_Company_A, Company_A_KANTO, Company_f_KANSAI | External secretl|2821/@6/81 19:48:18 System Administrator
ope_sample2 Company_A_KANTO External secret2|2821/@5/31 19:36:57 System Administrator

Discard ope_samples System Administrator,Manager_Company_B,Company_B_KANTO External secret6|2821/@5/31 19:85:94 Admin_Company_B

ope_samplele 821/@6/81 11:00:33 System Administrator

Figure 5.4-8 “Basic console” Menu group > “Operation list” Menu

Company_B_KANTO, Company_B_KANSAT
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B) When there is multiples role names

b) Fuzzy search for exactly matched role names
(Applicable)

{7"{"RANGE":{"START":"Company_A_ KANTO,

Company_A_KANSAI,"END":"Company_B_KANTO,Company_B_KANSAI
ll}},ll1 ll:{llNORMALII:O}}II

Access permission
History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by

Role to allow access

ope_samplel Company_A_KANTO, Company_A_KANSAI External secretl 2821/86/81 11:19:46 System Administrator

History 7 7 ope_sample? Company_A_KANTO External secret2 2021/85/31 19:36:57 System Administrator
History ] & ope_sample3 Company_A_KANSAT External secret3 2021/85/31 19:22:22 System Administrator
History 13 13 ope_sample Company_B_KANTO External secrets 2021/86/81 11:20:20 System Administrator
History 14 14 ope_sampled Company_B_KANSAT External secret7 2021/85/31 19:23:00 System Administrator
History 15 15 ope_samplel® Company_B_KANTO, Company_B_KANSAI ézezlfa&fm 11:00:33 System Administrator

Figure 5.4-9 “Basic console” Menu group > “Operation list” Menu

b) Fuzzy search for exactly matched role names
(Not applicable)

{7"{"RANGE":{"START":"Company_A,
Company_A_ KANSAI","END":"Company_B,Company_B_KANSAI"}},"1":{"NORMAL":0}}

List/Update

Record does not exist.
Mew registration can be done as per the following.

Figure 5.4-10 “Basic console” Menu group > “Operation list” Menu
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® LIST
A) When there is 1 role name

c) Search exact role names by exact match
(Applicable)

{7"{"LIST":["Company_A_KANTO"],"1":{"NORMAL":0}}}"

Access permission
History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access

T 7 |ope_sample2 Company_A_KANTO External secr‘etzézﬁzl,fBSf’Bi 19:36:57 System Administrator

Figure 5.4-11 “Basic console” Menu group > “Operation list” Menu

c) Search exact role names by exact match
(Not applicable)

{7":{"LIST":["Company_A"],"1":{"NORMAL":0}}}"

List/Update

Record does not exist.
Mew registration can be done as per the following.

Figure 5.4-12 “Basic console” Menu group > “Operation list” Menu
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B) When there is multiple role names

c) Search exact role names by exact match

{7":{"LIST":["Company_A_KANTO, Company_A_KANSAI "],"1":{"NORMAL":0}}}"

Access permission

History Update Discard No. Operation ID Operation name Remarks Last update date/time Last updated by
Role to allow access

7 ope_sample2 Company_A_KANTO External secret2 2021/85/31 19:36:57 System Administrator

8 ope_sample3 Company_A_KANSAL External secret3|2@21/85/31 19:22:22 System Administrator

Figure 5.4-13 “Basic console” Menu group > “Operation list” Menu
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