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(1) About this document

| About this document

This document aims to teach the user about the Compare and Collect function by
leading them through a hands-on scenario.

DASHBOARD

Main menu

Menu group

Device list

Operation list

NrE EEED

Management Con--- Basic Console Export/Import Symphony Conductor Create Menu

ER Diagram

Menus related to the Collect
function

® Collect interface information
K ® Collected item value list )
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(2) Operation environment

| Environment
The environment used in this document is as follows

CentOS 7 CentOS 7
(%1) (x2)

Google Chrome

Exastro :
—_— IT Automation gnlsllbllg
AN v1.10.0 R
Windows 10

%1 ITA can be installed on RHEL7 and RHELS8 type OS.
%2 You can use any OS as long as it is compatible with Ansible.



(3) Scenario

| Comparing and collecting parameters and files
® Scenario 1 and 2 will be used to collect and compare parameters.
Scenario 3 and 4 will be used to collect and compare files.

® More specifically, we will be collecting/comparing the following information:
Parameter: OS Information
File: SSL Certificate

Collect function Compare function
Collecting/ Scenariol Scenario 2
Comparing Collect the target host OS | Compare the values and
parameters | information the expected values of the
one collected in Scenario 1.

| Scenario 3 Scenario4
gollecthg/ Collect the target host's Compare the file
f”%r:parmg SSL certificate file downloaded in scenario 3

with the same file from a
different date.




1. Scenariol [Collect function)
Collect target host OS Information
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Scenario 1 Overall diagram

| Scenario 1 workflow

® The numbers in the diagram below indicates the different chapters in this document.

® After configuring the different settings, we will start the operation and collect the inventory
(OS info) , where it will be automatically registered to a parameter sheet.

Overall diagram
RHEL 7 or 8 type
EXastro

Ansible- drlver A

System

IT Automation

Playbook
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1.1 Register target host

| Register the target host connection information
Go to “Device list” and start the registration

Menu : Basic console > Device list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Ansible pedicated information

Dedicated information for Legacy/Role

Authentication method
Port no

. Ansible dedicated
user ID

Dedicated

password information for
s on your (Depends on Legacy/Role
environm

your . ..
ent) environment) Aut;eeqﬂg?jtlon

Password
3k >k 3k 5k >k 5k Xk %k
SV targethost 192.0.2.1 root . authentication

IP address
Host nhame (Depends on
(Free space) your
environment)

HW
device

type

(Depend Login
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1.2 Register operation

| Register the operation we will use in Scenario 1.
In ITA, we call automated operation units for “Operations”.
Hereinafter, we will link all the necessary data to this operation.

Menu : Basic Console > Operation list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

HOo. operation I oOperation name Scheduled date for execution

Auto-input | Aute-input fGatherfFact =1 2021704422 17:08

Operation Scheduled glate for \
(Frgg'::ace) (ﬁf::zggcne) This item indicates the planned
date and time for the operation. It
Gatherfactsl 2021/04/22 17:09 is not a timer and will therefore
not automatically run the
You can name the operation to operation after the specified time

whatever you want. has passed. )
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1.3 Register movement

| Register Movement in Ansible-Legacy

In ITA, the smallest automatic operation unit (A.K.A a “job”) is called a
“Movement”.

After this, we will link a Playbook to it, making it a Movement that collects OS
Information.

Menu : Ansible-Legacy > Movement list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Dedicated information for ansible

Movement ID Movement Name Delay timer

Host specific format WinrRM connection Header section
Auto-inpuil Gatherfact= - hosts: all

zather facts: wes
become: ves

Movement Ansible user information

name . _ _ N\
(Free space) Ho]sct SlEslie Header section This activates
ormat b .
gather_facts”.

- hosts: all % For more information, see
remote_user: "{{ _ loginuser__ }}" chapter [1.3.1 Header section
GatherFacts L¥ gather_facts: yes and gather factsl
become: yes /

Exastro 12




1.3.1 Header section and gather_facts

| Activate gather_facts

The Ansible’s Playbook Header section’s “gather_facts” is

deactivated by default when installing ITA.

® In this scenario, we will use “gather_facts” to collect the OS information, so we
will need to input the following under the header section and activate it.

® If you don’t need to change the default value, you can leave the header section
blank.

Set gather_facts to
Default “yes”

- hosts: all

remote user: "{{ _loginuser__ }"
gather_facts: no

- hosts: all
remote user: "{{ _loginuser__ }}"
gather_facts: yes

pecome: yes pecome: yes

Input all the necessary lines
to the header section and
change this value.
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1.4 Register Playbook (1/3)

| Register Playbook for operations (1/2)

® The playbook that we will register in this guide contains a workflow which
consists of "Generate YAML file containing gathered OS information under the
Target host's /tmp/ directory"” — Copy the generated YAML file to the ITA host
server's collection directory".

® For more information regarding the YAML file and the Collect directory, please
see Chapter 1.4.1 Directory for YAML files and collection.
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1.4 Register Playbook (2/3)

| Register Playbook for operations (1/2)

- name: make yaml file File name : GatherFacts.yml
blockinfile:

create: yes

mode: 0644

insertbefore: EOF

marker: "

dest: "/tmp/gatherfacts.yml"

content: |
ansible_architecture : {{ ansible_architecture }}
ansible_bios_version : {{ ansible_bios_version }}
ansible_default_ipv4__address : {{ ansible_default_ipv4.address }}
ansible_default_ipv4__interface : {{ ansible_default_ipv4.interface }}
ansible_default_ipv4__network : {{ ansible_default_ipv4.network }}
ansible_distribution : {{ ansible_distribution }}
ansible_distribution_file_path : {{ ansible_distribution_file path }}
ansible_distribution_file_variety : {{ ansible_distribution_file_variety }}
ansible_distribution_major_version: {{ ansible_distribution_major_version }}
ansible_distribution_release : {{ ansible_distribution_release }}
ansible_distribution_version  : {{ ansible_distribution_version }}

ansible_machine : {{ ansible_machine }}
ansible_memtotal_mb : {{ ansible_memtotal _mb }}
ansible_nodename : {{ ansible_nodename }}
ansible_os_family : {{ ansible_os_family }}
ansible_pkg_mgr : {{ ansible_pkg_mgr }}
ansible_processor_cores : {{ ansible_processor_cores }}

- name: copy the make yaml file to local
fetch:
src: "/tmp/gatherfacts.yml”
dest: "{{ __parameter_dir__ }}/{{ inventory_hostname }}/*
flat: yes
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1.4 Register Playbook (3/3)

| Register Playbook in Ansible-Legacy

Register the playbook we created in the last slide.

Menu: Ansible-Legacy > Playbook file collection
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Playbook IC  pPlaybook name

Make sure to press the “Register” button
after you have pressed “Upload in advance”.

Playbook file
name Playbook file
(Free space)

GatherFacts GatherFacts.yml
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1.4.1 Directory for YAML files and collection (1/2)

| Create directory for YAML files and collecting files.

® Since Collect result files in ITA is specified in a YAML file format, we need to
create a YAML file.

® The generated YAML file will be stored in the Collection directory specified by the
ITA reserved variables.

GatherFacts.yml
Line 7

dest: '{{ __ parameter_dir _ }}/{{ inventory hostname }}/"

. This directory will be specified

Path variables

ITA reserved -ariable Variable specified contents

ﬁ)%l:t?snﬁle storage __parameter_dir__ “_parameters” path under the operation result directory
Collected file “_parameters_file” path under the operation result

__parameters_file_dir__

storage location directory
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1.4.2 Directory for YAML files and collection (2/2)

The following figure displays the file hierarchy for the Collect file directory.

File hierarchy

/ Directory for Collect result files

_parameters | ¥ Collect result directory (Fixed name) I

localhost s + Host name (Hosts registered in the “Device list”)

SAMPLEymI [ > Collect result file |

_parameters_file [ » Directory for Collect result file uploads ( Fixed name )
localhost |k * Host name ( Hosts registered in the “Device list” )

test.txt

YAML file with the gathered OS Information

----- > Files for File upload
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1.5 Movement-Playbook link

| Link Movement and Playbook
Link the previously registered Movement and Playbook.

Menu: Ansible-Legacy > Movement-Playbook link
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Al

item Mo. Movement Playbook files Include crder

Associated

setting

| - -
Playbook file Include order — \
The “Include order” specified the

GatherFacts  GatherFacts order in which the Playbook will be
executed if there are multiple
Playbooks linked to the Movement.
In this scenario, we will only link 1
Playbook. Y,
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1.6 Register target host

| Link Operation, Movement and the Target host.
Link the previously registered Operation, Movement and Target host.

Menu: Ansible-Legacy > Target host
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Item Ho. operation Movement

LTSS 1:GatherFactsl 1l:Gatherfacts 1l:targethost -

GatherFacts1 GatherFacts targethost
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1.7 Create Parameter sheet for registering collected values (1/4)

| Create Parameter sheet that registers collected values.

Create a Menu called “Gathered Facts”. This will be a parameter sheet where the
collected values will be automatically registered to.

Menu: Create Menu > Create/Define menu

@ Use the table on the next page and fill out the following fields/items.

@ Press the “Create” button. 1.Basic
info

Fill oufc the s s
following for
each item

|| ansible architecture : Item na e
!

Input
method

Maximu
number

k bytes
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1.7 Create Parameter sheet for registering collected values (2/4)

1.Basic information

"E'Ifreté rf‘itllzs Creation target Display order

Gathered Facts Parameter Sheet (Host/Operation) 1

2.Target Menu group

Input (Default) Substitution value (Default) Reference (Default)

3.Item

ansible_architecture String 128
ansible_bios_version String 128
ansible_default_ipv4 > address (%) String 128
ansible_default_ipv4 > interface (3%) String 128
ansible_default_ipv4 > network (%) String 128
ansible_distribution String 128
ansible_distribution_file_path String 128
ansible_distribution_file_variety String 128
ansible_distribution_major_version String 128

ansible_distribution_release String 128
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1.7 Create Parameter sheet for registering collected values (3/4)

. Maximum number of
Item name (Free field) Input method bytes (Free value)

ansible_distribution_version String 128
ansible_machine String 128
ansible_memtotal_mb String 128
ansible_nodename String 128
ansible_os_family String 128
ansible_pkg_mgr String 128
ansible_processor_cores String 128

/>< Change the following item _ _ \
names and group them together K

|'=t ing v | |'=t|"_'g v | |'=t|"_ng v | I

Maximum number of bytes* | 128 Maximum number of bytes* | 1:a

ansible_default_ipv4 > address
ansible_default_ipv4 > interface
ansible_default_ipv4 > network

=
=

I

= o

o =

3 =S
—
B

fiegular expression fiegular expression

Required Unigque constraint Required Unique constraint Required Unigue constraint

Create a column group called
“ansible_default_ipv4 “ and put the
kfollowing columns in it. [address]

, Linterface] and [network]

%
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1.7 Create Parameter sheet for registering collected values (4/4)

Created menu

You can check all the different
items by pressing the
“Register” button.

The menu [Gathered Facts]
has been created

Q Input

tion

DASHBOARD

Main menu
Menu group

Managemen Export/Import

Gathered Facts

L ]
[ ]
.
Input Substitution value Reference “
.
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1.8 Register Collected item value list (1/3)

| Register Collected item value list

® Link the collect item’s (FROM) YAML file name, variable name and the
Parameter sheet’'s (TO) menu name and Item name.

® Use the table on the next page and register each variable and item as a single
set.

Menu: Ansible common > Collected item value list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Collected item (FROM) Parameter sheet (TO)
A

a N ~

Collected items{FROM)

Perth format PREFIX {file name}

variable name Member variables Menu group:Menu Item

2100011611 Substitution value:2:Gathered Facts
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1.8 Register Collected item value list (2/3)

Collected Item (FROM)

Parameter sheet (TO)

Perth PREFIX Menu group

YAML

YAML

YAML

YAML

YAML

YAML

YAML

YAML

YAML

YAML

Exastro

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

ansible_architecture

ansible_bios_version

ansible_default_ipv4___address
ansible_default_ipv4__interface
ansible_default_ipv4___network

ansible_distribution

ansible_distribution_file_path

ansible_distribution_file_variety

ansible_distribution_major_version

ansible_distribution_release

Substitution value:
Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Substitution value:

Gathered Facts

Parameter/
ansible_architecture

Parameter/
ansible_bios_version

Parameter/
ansible_default_ipv4/address

Parameter/
ansible_default_ipv4/interface

Parameter/
ansible_default_ipv4/network

Parameter/
ansible_distribution

Parameter/
ansible_distribution_file_path

Parameter/
ansible_distribution_file_variety

Parameter/
ansible_distribution_major_versio
n

Parameter/
ansible_distribution_release




1.8 Register Collected item value list (3/3)

YAML

YAML

YAML

YAML

YAML

YAML

YAML

Exastro

Collected item (FROM)

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

gatherfacts

ansible_distribution_version

ansible_machine

ansible_memtotal_mb

ansible_nodename

ansible_os_family

ansible_pkg_mgr

ansible_processor_cores

Substitution
value:
Gathered Facts

Substitution
value:
Gathered Facts

Substitution
value:
Gathered Facts

Substitution
value:
Gathered Facts

Substitution
value:
Gathered Facts

Substitution
value:
Gathered Facts

Parameter sheet (TO)

Perth PREFIX . Menu group:

Substitution
value:
Gathered Facts

Parameter/
Ansible_distribution_version

Parameter/
ansible_machine

Parameter/
ansible_memtotal_mb

Parameter/
ansible_nodename

Parameter/
ansible_os_family

Parameter/
ansible_pkg_mgr

Parameter/
ansible_processor_cores




1.9 Register Collect interface information

| Register Collect interface information

As REST API access is required when registering the collected values to parameter
sheets in ITA, we will need to register a REST user that has execution permission.

Menu: Ansible common > Collection interface information
@ Press the “Filter” button.

@ Only 1 line will be displayed in the “List”, so press the “update” button, fill in
the information below and press the “register” button.

Access permission

History Update ID hostname IF REST user REST password REST method protocol port

Role to allow access

1§l|:u:alh|:|5t 127.68.8.1 administrator ¥¥¥ss=¥x IP http 28

REST method

127.0.0.1

REST user REST password

User with execute The password of the
permission user
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1.10 Run operation (1/2)

| Run the operation
Select Movement and Operation and execute them.

Menu: Ansible-Legacy > Execution

@ Select the Movement we registered from Movement[list]
@ Select the Operation we registered from Operation[list]
® Press the “Execute” button

Movement [List]

Remarks Last update date/time Last updated by

eeeee

22021;’881’31 18:159:41 System Administra

Remarks Last update date/time Last updated by

Movement[list] Operation[list]

GatherFacts GatherFacts1
SR E—
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1.10 Run operation (2/2)

| Confirm the operation status

The operation ended successfully if the Status in the “Check operation status”
menu says “Completed”

Menu: Ansible-Legacy > Check operation status

= Menu
Description
Main menu
. Target Operation
Movement list
Execution Mo. 2
Movement playbook link . u ;
=Easmil s e
TR T T AR B e status Completed
registration setting execution engine Ansible Engine
caller sympheny
TerLt fis: Caller conductor
L _ Execution user system Aadministrater
Substitution value list
D 1
Movement pelay timer (minutes)

Check operation status .
Host specific format IP
Dedicated information for ansible

Execution fist WinRM connecticon
Na. 1
operation Name Gatherractsl
i(H] 1
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1.11 Confirm the collection results (1/2)

| Confirm the collection results
Check if the collection succeeded/failed.

Menu: Ansible-Legacy > Execution list
@ Press the “Filter” button.
@ List > Collect status > “Status” can display the following:

« Collected : The data has been collected

« Collected (with notification)  : Something went wrong when
updating/registering

« Not target : Failed to collect

« Collection error : There is an error in the registered operation

or the target host

* collection status

History Execution No. Check execution status Execution type status execution engine
Collection log

L4

Collected QCcllectData eaceeseasdl.log

2 Mormal Completed ansible Engine N
| a

.

| .

.
.
.

*
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1.11 Confirm the collection results (2/2)

| Confirm the parameters
Check that the values has been registered to the parameter sheet.

Menu: Input (or reference) > Gathered Facts
@ Press the “Filter” button.
@ Check the list if all the items has values in them.

operation raram Y
*
History Duplicate uUpdate Discard No Host name a
il operation name Reference date Scheduled date for execution Last execution date ansible_architecture ansible_bios_version .Q
*
m 1fargethost 1 GatherFactsl 2621/99/81 13:28  2021/84/22 17:89 2021/83/81 13:28 bese_ 1.11.8-2.217 2
: .
J -

ansible_default_ipv4
ansible_distribution ansible_distribution_file path

ansible_default_ipv4 > interface ansible_default_ipv4 > networ

" 192.0.2.1 ethd 192.0.2.0 Cent0S fetc/redhat-release

ansible_memtotal_mb ansible_nodename ansible_os_family ansible_pkg_mgr ansible_processor_cores

* ®B6_54 1771 demo.localdomain RedHat yum 1
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2. Scenario 2 [Compare function]
Compare the values and the expected values of
the one collected in Scenario 1.
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Scenario 2 Overall diagram

| Scenario 2 workflow
® Register expected values to ITA and compare them to the values collected in

Scenario 1.
Overall diagram
@ A
iﬁ Compare details
c

RHEL 7 or 8
Parameter sheet (Expected @

EXastro
Host Parameter

IT Automation
Operation
name

Parameter sheet (Values from Sceniirio 1)

Host : Parameter
Operation
hame Iteml | Iltem2 | ltem3
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2.1 Register Operation

| Register Operation

Register an operation that will compare the values.

Menu: Basic Console > Operation list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Access permission

Operation ID oOperation name Scheduled date for execution

Setting Role to allow access

Aute-inputll GatherFacts? 2021710701 03:25

Auto-input|

Operation Scheduled date for

name execution
(Free space) (Free space)

GatherFacts2 2021/10/01 09:25
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2.2 Create parameter sheet for expected values (1/3)

| Create a parameter sheet for registering expected values.

Duplicate the parameter sheet we created in Scenario 1 and change the include
order and menu name

Menu: Create menu > Menu definition information

@ Press the “Filter” button and look for the “Gathered Facts” menu under “list”.
After that, press the “Menu definition / creation” button.

After the Menu definition screen appears, press the [Diversion new] button.

@

® Only the “Menu name” and “Display” order will not be duplicated, so use table
in the next slide to fill in the items.

@

Press the “Create” button.

:l;Iiath-E-"ed racts
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2.2 Create parameter sheet for expected values (2/3)

Item Group t Cancel

Menu creation information

x x x
~sion " " ansible machine " ” ansible memtotal mb " " ansible_nodena
=} fi=] =}

Auto-input
| String - | | String ~ | | String

Menu =, e* - OS5 information
Maximum number of bytes* | 128 Maximum number of bytes* | 128 Maximum number of bytes*

Creation target : Parameter Sheet(H
Regular expression

Regular expression Regular expression

lay ore ar¥ - 4
Required Unigque constraint Reguired

Unigque constraint Required Unigue cor

Create as hostgroup menu - [} Yes
s vertical menu (7) - [} Yes

Last modified - = Auto-input

Last updated by : : Auto-input

Preview

Input* : Input

. Substitution value® - gubstitution value
List(Preview
Reference* : Reference

Operation Select Target menu group

No Host name

Oneration name Reference date and time Scheduled date last run da

Create

Menu name (Free . .
space) Display orde The display order

can be any number.

OS information 3
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2.2 Create parameter sheet for expected values (3/3)

Created menu

4 )
@Exastr_o Input You_ can _pre"ss Start _
IT Automation registration” to check if all the
St DASHBOARD items are there.

Main menu

Menu group

=

Management Con Basic Console Export/Import

Gathered Facts

05 information

Substitution value Reference

The “OS Information”
menu has been created.
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2.3 Register expected values

| Register expected values

We will now register the expected values to the “OS information” menu we
created.

We want to make it so the values are different from the ones we collected in
Scenario 1, so change the values in “ansible_default_ipv4__address” to something
different.

Menu: Input > OS information
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

*

The other items
are shortened

.
.
"
- 4
pro-ineut | argethost v 2021/10/01 09:25_2:GatherFacts2 ~ xBE_64 1.11.0-2.e17 195.0.2.2 .'
| »
-
\J
\J

.

Parameter/Item name
Operation
an5|ble default_
ipv4___address Other items

Input a value different from Input the same
targethost  GatherFacts2 the one collected in Scenario  values collected in
1 scenario 1.
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2.4 Register a Comparison

| Select the two menus you want to compare
We will now define the comparison that will compare the values.

Menu: Compare > Compare list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Compare target menu 1 Compare target menu 2 Match all cases

Auto-input 05 info 2100011611:Substitution value:5:05 information = 2100011611 :Substitution value:2:Gathered Facts ~ [ I

Comparison
definition Match all

— Compare target menu 1 Compare target menu 2 -

(G CEERIELD)

Substitution value:8:0S Substitution value:Gathered

OS info information Facts

Here, we will compare all of the items,

so select “@”
X If you only want to compare select items, please
see_[ [reference] Comparison details] .
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2.5 Run comparison (1/2)

I Run the previously defined Comparison
We will now compare the values.

Menu: Compare > Compare execution
@ Input/Select the following and press the “Compare” button.
@ The comparison results will be displayed

I Compare list: | 1:05 info [ 5:05 information - 2:Gathered--- + I Base date 1: Baze date 2: Target host:
I Output: -@l:- ALL Difference Only I
Standard | Standard
OS information-Gathered comparison to output the
Blank Blank . . :
Facts items with differences, select

“Difference Only”
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2.5 Run comparison (2/2)

If the records contains an item with a
difference, the “result” column will
display “Difference”.

Comparison results

Compare result

arameter/ansible_default_ipv4/address

GatherFacts2 1.11.9-2.e17 3.0.2.2

/

The address, which has
different values, will be
displayed in red.

nce Margethost 0S5 information |1 2021/1@/@1 @9:25 xBE_64

12.168.141.12

nce Margethost Gathered Facts 1 GatherFactsl 2821/89/81 13:28 x86_64 1.11.8-2.e17
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[Reference] Compare details

| Compare single parameter sheet items.

® You can use the “Compare details” menu if you want to compare single items in
a certain parameter sheet.

Diagram

RHEL 7or8
EXastro

IT Automation

Compare list

ﬁ Compare details
-

Parameter sheet (Expected v

Host Parameter
Operation
name Iteml | Item2 | Item3

Parameter sheet (Values from scenzrio 1)

Host . Parameter
Operation
name Iteml | Iltem2
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[Reference] (1) Register Comparison details

| Select the 2 menus you want to compare

Select the menus you want to compare. Since we are only comparing select items,
make sure that Match all cases is set to “OFF”.

Menu: Compare> Compare list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

No Compare name Compare target menu 1

n
'E‘th'iqp'“_‘é [P address 2100011611:Substitution value:5:05 information ~ 2100011611:5ubstitution value: 2:Gathered Facts =

Compare Match
name Compare target menu 1 Compare target menu 2 all
(GEE)) cases

Substitution value:8:0S Substitution value:Gathered
IP address information Facts

Make sure that this
item is blank.
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[Reference] (2) Register Compare details

| Select the items you want to compare

Select the items you want to compare from the menus in the Compare details
menu.

Menu: Compare > Compare details
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Compare name Display item name Target column 1

Comparison Display Display

Substitution value:
Gathered Facts:Parameter/
ansible_default_ipv4/address

IP address Substitution value:
[ Gathered Facts- IP address  OS information:Parameter/
OS information ] ansible_default_ipv4/address
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[Reference] (3) Run comparison (1/2)

] Run the comparison

Now that you’ve configured the Comparison definition details, we can now run the
comparison.

Menu: Compare > Run Comparison
@ Input/Select the following and press the “Compare” button.
@ The comparison results will be displayed

Compare execution

I Compare list: | 2:ip address [ 5:05 information - 2:Gathe--- « Iase date 1: Basze date 2: Target host:

L

. Py P e
I Cutput: (@) ALL () Differenca Onlyl

Base Base

IP Address [OS information-Gathered Blank blank
Facts]
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[Reference] (3) Run Comparison (2/2)

Comparison results

Compare result

Compare item number Result Hostname Menu name No Operation name Base date IP address
1 Difference targethost |05 information|l GatherFacts2 2821/18/91 99:258193.8.2.2
2 Difference targethost |Gathered Facts |1 GatherFactsl 2821/99/91 13:280192. 168 N1.12

Only the specified item will be
displayed.
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3. Scenario3 [Collect function]
Collect the target host’s SSL certificate file
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Scenario 3 Overall diagram

| Scenario 3 workflow

® While the contents are more or less the same as Scenario 1, in this scenario, we

will collect a file.

® The file collected from the Parameter sheet will be downloadable.
Overall Diagram

RHEL 7or8
EXastro

IT Automation

i
EEEN ()
I

Iriver

““‘->

*

" -A
Playbook

heet (For registering file
name)

system

test.crt
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3.1 Register Target host

| Register target host connection information
® You can skip this step if you are using the same host you used in Scenario 1.

Menu: Basic Console> Device List
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Ansible pedicated information

Dedicated information for Legacy/Role

Authentication method

: Ansible dedicated

IP address ID i
Host name (Dependson | (Depends Login infc?relglacgr)endfor
e | (Free space) your on your password Legacy/Role
YP environment) | environmen (Depends on gacy

) your Authentication
environment) I

Password
Authentication

Port no

HW
device

SV targethost 192.0.2.1 root [ ) SRR RIS
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3.2 Register operation

| Register operation
Register the operation we will use in this scenario.

Menu: Basic Console> Operation list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Ac

No. Operation ID Operation name Scheduled date for execution

S5etting

3 |get 5501 2021,/04/25 17:10

Operation Scheduled date for
name execution
(Free space) (Free space)

getSSL1 2021/04/23 17:10

Exastro




3.3 Register Movement

| Register Movement in Ansible-Legacy
After this, we will link a Playbook to it, making it Movement that collects the SSL
certificate.
Menu: Ansible-Legacy > Movement List
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Dedicated information for ansible

Movement ID  Movement Name Delay timer
Host specific format WinRM connection

Auto-inputl|zet 55L P

Ansible User
Movement information
name
(Free space) Host specific
format

getSSL IP
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3.4 Register Playbook (1/3)

| Register Playbook for operations (1/2)

® The playbook that we will register in this guide contains a workflow which
consists of "Generate YAML file which will gather the SSL certificate under the
Target host's /tmp/ directory” — Copy the SSL certificate to the ITA host
server's collection directory".

® For more information regarding the File collection directory, please see chapter
3.4.1 File collection directory

® Make sure to create and put the SSL certificate file (test.crt) under the target
host’s /etc/pki/tls/certs/ path in advance.
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3.4 Register Playbook (2/3)

| Register Playbook for operations (2/2)

- name: make yaml file File name : getSSL.yml
blockinfile:

create: yes

mode: 0644

insertbefore: EOF

marker:

dest: " /tmp/getSSL.yml*

content: |
SSL file_name :{{ VAR_ss| name }}
SSL_file : {{ VAR_ssl_name }}

- name: copy the make yaml file to local
fetch:
src: "/tmp/getSSL.yml"
dest: "{{__parameter_dir__ }}{{ inventory_hostname }}/*
flat: yes

- name: get SSL file
fetch:
src: "letc/pkiftls/certs/{{ VAR_ssl_name }} "
dest: "{{ ___parameters_file_dir__ }}{{ inventory_hostname }}/"
flat: yes
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3.4 Register Playbook (3/3)

| Register Playbook in Ansible-Legacy

Register the Playbook we created in the last slide.

Menu: Ansible-Legacy > Playbook file
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Access permission

Playbook ID Playbook name Playbook files

Setting Role to allow access

Auto-inputl get 851 | Choose File | getSSL.yml
Upload in advance

Upload status:
Uploaded.

File name getSSL.yml
Size514bytes

Playbook file
name Playbook file
(Free space)

getSSL getSSL.yml

Exastro




3.4.1 File collection directory (1/2)

| The collected files will be stored in a file collection directory.

® The collected file will be stored in the File Collection directory specified by the
ITA reserved variables.

getSSL.yml

dest: '{{ _parameters_file _dir__ }}{{ inventory hostname }}/" 2 lines from
the bottom

. This Directory will be specified
Path variables :

ITA reserved variable Variable specified contents

Source file storage
location

Collected file arameters file dir “_parameters_file” path under the operation result
storage location —P I — directory

__parameter_dir__ “_parameters” path under the operation result directory
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3.4.1 File collection directory (2/2)

The following figure displays the file hierarchy for the Collect file directory.

File hierarchy

Upper directory

_parameters | ¥ Collect result directory (Fixed name)

localhost s + Host name (Hosts registered in the “Device list”)

SAMPLE.yml RS + Collect result file

_parameters_file [ » Directory for Collect result file uploads ( Fixed name ) I

localhost |k + Host name ( Hosts registered in the “Device list” )

test.ixt s > Files for File upload I

Director where

the result file \ Collected file
will be stored.
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3.5 Movement-Playbook link

| Link Movement and Playbook

Link the previously registered Movement and Playbook.

Menu: Ansible-Legacy > Movement-Playbook link
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

AcC

Associated item Mo. Playbook files Include order

setting

Auto-input Z:QEtSSL - gEtSSL i I

Playbook file Include order

getSSL getSSL 1

Exastro




3.6 Register File name (1/3)

| Create menu for variable registration
Create a Parameter sheet that we can use to register the File name (test.crt)

Menu: Create Menu> Create/Define menu
@ Use the table below to fill out the following items.
@ Press the “Create” button

1.Basic Information

Menu name (Free . .

SSL certificate name Parameter sheet (Host/Operation) 4

2.Target Menu group

Input (Default) Substitution value (Default) Reference (Default)

3.Item

Item name (Free Maximum number of

File name String 128
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3.6 Register File name (2/3)

Created menu

You can check all the different
items by pressing the
“Register” button.

The menu [SSL certificate
name] has been created

Operation Parameter

CGathered Facts Operation File name

Auto-input| - .
0S information

SSL certificate name
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3.6 Register File name (3/3)

| Register File name
Register the file name (test.crt) to the parameter sheet you created.

Menu: Input > SSL certificate name
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Operation Parameter

Operation File name

Auto-inpuR| targethost 2021/04/23 17:10_3:getSSL1 v

targethost getSSL1 test.crt
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3.7 Register substitution value auto-registration settings

| Register Substitute value auto-registration settings

® Link the name of the file we will collect (Specific values) with the variables inside the
Playbook.name ( [File name : test.crt] [Variable name : VAR _ssl_name] )

® By registering the file name to a different parameter sheet (already done in chapter 3.6
Register file name) and linking the playbook variable to the parameter sheet's item name in
the substitution value auto-registration setting menu, the system can automatically set the
variable's specific values.

Menu: Ansible-Legacy > Substitution value auto-registration setting
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Parameter sheet(From)

Registration method
Menu group:Menu

Auto-input |l 51 00011611:Substitution value:8:SSL certificate name  + na v /alue type v 2:getSSL

‘G
Parameter sheet (From) IaC variable (To)

Registration .
Menu group : method Moverment Value variable
Menu Variable name

Substitution value : Parameter/File
SSL certificate name name

Value-type getSSL VAR_ssl_name
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3.8 Create Parameter sheet for collect values (1/3)

| Create a Parameter sheet that registers collected values.

® Create a menu called “SSL certificate”

® Inside the menu, create 2 items and name them “File name” and “File”. The
“File” item will later allow us to download the collected file.

Menu: Create menu > Create/Define Menu
@ Use the table below to fill out the following fields.
2 Press the “Create” button.

1.Basic information

space)

SSL certificate Parameter sheet (Host/Operation) 2

2.Target Menu group

Input (Default) Substitution value (Default) Reference (Default)
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3.8 Create Parameter sheet for collect values (2/3)

3.Items

Maximum number of
Item name (Free space) Input method bytes (Free value)
File name String 128
File File upload 1000000

/ Fill out the following \

for the items
Item name o File momc ||||| Fite "i Item name
string
Input methOd 128 Tam 1800668 InPUt
5 I_I method
TEELLE pnssE Required Unlgue constraint
Maximum Required Unigue constraint Maximum
number of number of
bytes bytes

o /
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3.8 Create Parameter sheet for collect values (3/3)

Created menu

The menu “SSL You can check all the different
certificate” has been items by pressing the
created. “Register” button.
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3.9 Register Collected item value list

| Register Collected item value list

® Configure the parameter sheet so that the collected items will automatically be registered to
the parameter sheet.

® Link the collect item’s (FROM) YAML file name, variable name and the Parameter sheet'’s
(TO) menu name and Item name. Do this for both the “File name” and “File” items.

Menu: Ansible common > Collected item value list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Collected item (FROM) Parameter sheet (TO)
A

AN

Collected items(FROM) Parameter sheet(TO)

Perth format PREFIX (file name) Variable name Member variables Menu group:Menu

Auto-inputl van 2et 55l S5L_file_name 2100011611:Substitution value:11:55L certificate - Parameter/File name ~

Collected item (FROM) Parameter sheet (TO)
Parse PREFIX - Menu group

YAML getssL SSL_file_name Substitution value:SSL

certificate

Substitution value:SSL
certificate

Parameter/File name
YAML getSSL SSL_file Parameter/File
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3.10 Register Collected interface information

| Register Collect interface information

® As REST API access is required when registering the collected values to
parameter sheets in ITA, we will need to register a REST user that has execution

permission.

® If you are going to use the same Rest user you created in Scenario 1, you can
skip this step.

Menu: Ansible common > Collect interface information
@ Press the “Filter” button

@ Only 1 line will be displayed in the “list”, so press the “update” button, fill in
the information below and press the “register” button

Access permission

History uUpdate ID hostname IP REST user REST password REST method protocol port
Role to allow access

1§l|:n:alh|:|51: 127.8.8.1 administrator ****z=+¥

J REST user REST password

User with execute The password of the
permission user
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3.11 Run operation (1/2)

| Run operation
Select Movement and Operation and execute them.

Menu: Ansible-Legacy > Execution

@ Select the Movement we registered from Movement[list]
@ Select the Operation we registered from Operation[list]
® Press the “Execute” button

Movement [List] AClose
i i Access is
Select Movement ID e nt e Orchestrator 't update 't updated b

Dedicated information for ansible

Host specific format  WinRM connmection

2021/84/22 17:89 2021/09/81 13:28 |2821/89/81 13:28:17 Legacy execution procedure
2 2 Gatherfacts2 2021/10/@1 89:25 |2021/09/81 13:50:51 Systes
N ——
[C] 3 3 getSSL1 2921/84/23 17:18 Iazi/agwl 15:48:58

om0 2 Movement[List] Operation [List]

getSSL getSSL1
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3.11 Run operation (2/2)

| Confirm the operation status

The operation ended successfully if the Status in the “Check operation status”
menu says “Completed”

Menu: Ansible-Legacy > Check operation status

= Menu Target Operation

Main menu
Item Value

Movement list Execution Mo. &
Execution tvpe r-lcnrma_l

Fagiiis s I Status Completed I
execution engine Ansible Engine

Movement playbook link
Caller symphony

Substitution value auto- Caller conductor
registration setting Execution user system Administrator
ID 2
Target host
Substitution value list Movement pelay timer (minutes)
Host specific format IP
Eraiin DPedicated information for ansible

WinRM conmecticn

No. 3
Check operation status

Operation Name getSsLl

Execution list D 3
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3.12 Confirm collection results (1/2)

| Confirm the collection results
Check if the collection succeeded/failed.

Menu: Ansible-Legacy > Execution list
@ Press the “Filter” button.
@ List > Collect status > “Status” can display the following:

« Collected : The data has been collected

« Collected (with notification) : Something went wrong when
updating/registering

« Not target : Failed to collect

« Collection error : There is an error in the registered operation

or the target host

Collection status

History Execution Ho. Check execution status Execution type
status Collection log

Collected cColleciData ee2eg808&.log
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3.12 Confirm collection results (2/2)

| Confirm the parameters

Check that the values has been registered to the parameter sheet. You can also
download the file.

Menu: Input (or Substitution value) > SSL Certificate
@ Press the “Filter” button.
@ Check the list if all the items has values in them.

operation Parameter

History Duplicate Update Discard No Host name

in operation name Reference date Scheduled date for execution Last execution date File name File

Histo 1targethost 3 petssLl 2821/09/82 @9:38 2821/@4/23 17:18 2@21/89/82 89:38 test.crt test.crt
Y Larg g LesT.ort
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4. Scenario4 [Compare function]
Compare the file downloaded in scenario 3 with
the same file from a different date.
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Scenario 4 Overall diagram (1/2)

| Scenario 4 workflow

® Collect a SSL certification file with a different “base date” from the one we
collected in Scenario 3 and compare the files.

Overall diagram
RHEL 70r8 system

EXxastro | Ansible-driver

IT Automation

Playbook

. m sheet (For registering file nam 4

. Paramet 2
test.crt
.' (with differ
ence)
. Parameter
Operation - -
File name

(XY (XY oo

o000 L X X J [ X X ] test.crt

| X

e———————
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Scenario 4 Overall diagram (2/2)

® As we are comparing a file within the same menu, but with different date values,
we will change the “Standard date”.

Diagram (Compare function)
RHEL 70r8

EXastro

IT Automation

FE Compare list
iﬁ Compare details

Compare execution
Compare

Parameter

Operatio Base Parameter
n date  File name

test.crt
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4.1 Register operation

| Register operation
Register an operation for comparing

Menu: Basic Console> Operation list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

Access permission

operation ID oOperation name Scheduled date for executionm

Setting Role to allow access

auto-input|  Aute-inpulf|getSsL2 2021/04/28 12118 " Satting

Operation Scheduled date for
name execution
(Free space) (Free space)

getSSL2 2021/04/28 12:19
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4.2 Prepare SSL certificate with different contents

| Prepare an SSL certificate with a difference

® In this scenario, we want to check if something is different from the certificate
we collected in Scenario 3, so prepare an SSL certificate different to that one.

® In order to do so, we will change a part of the contents of the SSL certificate
(test.crt) that is in the Target server’s /etc/pki/tls/certs/ directory.test.crt)

System

| Exastro

IT Automation Ansible-driver

Playbook
A
ovemen
opera
Parameter sheet (For registering file name)
/\ test.crt

0 o Parameter
(Y X} (Y X (Y X}
'YX} oo 'YX}

Parameter sheet (For registering values)

Operatio Parameter
:

soe | oo

00 00 [ X X ] test.crt




4.3 Register file name

| Register file name

® Register a new Record in the menu we created in Scenario 3, “SSL certificate
name”.

® The contents should be the same as the one we created in Scenario 3, but
change the operation to the one we created for comparing.

Menu: Input > SSL certificate name
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

operation Parameter

Host name

Operation File name

AULO-InpUTE 4o octhost 2021/04/28 12:19_4:getSSL2 - test.ort

targethost getSSL2 test.crt
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4.4 Run operation

| Run operation
® Collect the SSL certificate with different contents from the one collected in scenario 3.

® Select the same Movement from Scenario 3, “getSSL”. The operation should be the new one
we created for comparing, “getSSL2".

Menu: Ansible-Legacy > Execution

@ Select the registered Movement from Movement[List]

@ Select the newly registered operation from Operation[List]
® Press the “Execute” button.

Operation [Filter]

Operation [List]

Movement[List] Operation[List]

getSSL getSSL2
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4.5 Confirm comparison results

| Confirm Parameter sheet
® Check that the “getSSL2"” has been collected to the Parameter sheet.
® Check the Standard date/time (We will need it in 4.7 Run Comparison)

Menu: Input (or Reference) > SSL certificate
@ Press the “Filter” button.
@ Check the updated list that the items has values in them.

Parameter

History Duplicate update Discard Mo Host name

0 opration e

Scheduled date for execution File name File
Duplicate W 1fargethest 3 getssLl @21/89/82 99138 f2021/84/23 17:10 test.crt test.crt
g zgtargethc-st 4 getssL? B21/89/82 13:13 2821/84/28 12:139 test.crt test.crt
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4.6 Register Comparison definition

| Select the 2 menu you want to compare

As we will compare the same menu, but with different values, choose the same
menu for both of the items.

Menu: Compare> Compare list
@ Press “Register” -> “Start registration.
@ Input the following information and press the “Register” button.

No Compare name Compare target menu 1 Compare target menu 2 Match all cases

SLHED=TETIL ESSL certif icate 2100011611:Substitution value: 11:5S5L certificate - 210001161 1:Substitution value:11:55L certificate - * -

Comparison
definition
name
(Free space)

Compare target menu 1 Compare target menu 2

Substitution value:SSL Substitution value:SSL

SSL certificate certificate certificate
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4.7 Run Comparison (1/3)

] Run the comparison
® Select the “SSL Certificate” Comparison definition and input the standard dates.
® The Standard dates should be the most recent for both of them
® Please see the next page for more information regarding standard dates.

Menu: Compare > Compare execution
@ Input the following information and press the “Compare” button.
@ The Comparison result should be displayed

Compare execution

I Compare list: | 3:SSL certificate [ 11:SSL certificate - 111 = IEESE date 1- 2021/08/02 12:00 IBase date 2- 2021/08/02 13:30 i'get nost:

'.': ALL () Difference Only

Comparis
Output
_or_1 _ Base date 1 Base date 2 e T
definition

SSL
certificate 2021/7/28 11:30 2021/7/28 12:30
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4.7 Run comparison (2/3)

® The Standard dates are displayed below.

11:25 12:08

7/28
11: 00 1:30 12: 30 13 00
.................................... .‘ t RN
Base date 1 Base date 2
getSSL1 is the getSSL2 is the
most recent most recent

Set the base date depending on when the
files were collected.
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4.7 Run comparison (3/3)

Compare results

Compare result

Compare item number Result Hostname Menu name Operation name Base date Parameter/File name Parameter/File

pifference targethost 5SSL certificate 1 getssLl 2@21/@9/82 @9:38 test.crt test.crt
pifference targethost ssL certificate 2 getssL2 2821/89/82 12:13 test.crt test.crt
Excel output

Items that are different
(different content)
are displayed in red text.
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